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= Service d’administration d’applications
= Ressources matérielles accessibles depuis une JVM
= Ressources logiciels s’exécutant sur une JVM

» S’inspire de SNMP

= Instrumentations des ressources au moyen de
composants appelés MBean (Manageable Bean)

2003-2008, JMX

= Adopté initialement par J2EE
et maintenant J2SE 1.5

(c) Didier Donsez,
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Usage

= Get and set applications configuration (Pull)

= Collect statistics (Pull)
= Performance
= Ressources usage
= Problems

= Notify events (Push)
« Faults
= State changes

2003-2008, JMX

(c) Didier Donsez,
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JMX 3-Level Architecture

JMX . Web SNMP
Console Sp@lelC Browser Console
Console Z N\ RN
JConsole
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(c) Didier Donsez, 2003-2008, JMX
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JMX 3-Level Architecture

JMX . Web SNMP
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= Level

For Wikipedia
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JMX 3-Level Architecture
Probe level

Remote
Management
Level

(c) Didier Donsez, 2003-2008, JMX
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(c) Didier Donsez, 2003-2008, JMX

Remote
Management

Level

JMX 3-Level Architecture
Agent level

The main component of a JMX agent is the MBean

server.

This is a core managed object server in which
MBeans are registered.
A JMX agent also includes a set of services for

handling MBeans.

JMX agents directly control resources and make them

available to remote management agents.
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JMX 3-Level Architecture
Distribution level

WX | lspecificl | g, | | e
CJg?nssgie Console N I~
I ! HTMLHTTP SNMP
RemOte RMI JTR/SOAP
Management v v v v
Level C C’ - -
%‘ Agent MBeanServer
= Level Protocol adaptors and standard connectors make a
R JMX agent accessible from remote management
2 Probe applications outside the agent’s Java Virtual
° Level Machine (JVM). —

9
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Probe Level
Mbean (Manageable Bean)

= represents any resource (device, application, ...)
that needs to be managed

= expose a management interface
= a set of readable and/or writable attributes

= a set of invokable operations, along with a self-description.

= a set of

= 4 types of interface

= standard MBeans
= Class name’ suffix must be « MBean »
= setX(V)/getX() methods
= dynamic MBeans
= Interface javax.management.DynamicMBean
» SetAttribute("X" ,V)/getAttribute("X") methods

= open MBeans and model MBeans

(c) Didier Donsez, 2003-2008, JMX
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L'interface Mbean (Maneagable Bean)

2003-2008, JMX

(c) Didier Donsez,

13
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Standard MBean

= statically defines its management interface through
the names of the methods it contains.

= Example
public interface DiskMBean {
public int getQuota();
public void setQuota(int q);
public int getUsageRatio();
public void reset();

}

2003-2008, JMX

(c) Didier Donsez,

14
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Dynamic MBean

= Implements a specific Java interface
and reveals its attributes and operations at runtime.

= Interface

interface DynamicMBean {
Object getAttribute(String attribute);

/I Obtain the value of a specific attribute of the Dynamic MBean.
AttributeList getAttributes(String[] attributes);

/I Get the values of several attributes of the Dynamic MBean.
MBeanInfo getMBeanlnfo();

Il Provides the exposed attributes and actions of the Dynamic MBean using an MBeanlinfo object.

Object invoke(String actionName, Object[] params, String[] signature);

/I Allows an action to be invoked on the Dynamic MBean.
void setAttribute(Attribute attribute);

/I Set the value of a specific attribute of the Dynamic MBean.
AttributeList setAttributes(AttributeList attributes);

Il Sets the values of several attributes of the Dynamic MBean.

(c) Didier Donsez, 2003-2008, JMX

}
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Dynamic MBean
Example

public class Disk
extends NotificationBroadcasterSupport
implements DynamicMBean {

public Disk() {
buildDynamicMBeaninfo();

}
public Object getAttribute(String attribute_name)

throws AttributeNotFoundException, MBeanException, ReflectionException {
if (attribute_name.equals("Quota")) { return getQuota();}
if (attribute_name.equals("UsageRatio")) { return getUsageRatio(); }

"+ dClassName);

}

(c) Didier Donsez, 2003-2008, JMX

throw new AttributeNotFoundException("Cannot find " + attribute_name +" attribute in

16
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JSR 255 Annotations

= Motivation
= Annotated POJOs can be register directly as DynamicMBeans
= Standard MBean interfaces are not more !

= javax.management
= Description
= DescriptorFields
= DescriptorKey
= ManagedAttribute
= ManagedOperation
= MBean
= MXBean
= NotificationInfo
= NotificationInfos

(c) Didier Donsez, 2003-2008, JMX
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(c) Didier Donsez, 2003-2008, JMX

JSR 255 Annotations
Example

@Description(" Cache configuration")

@MBean

@Notificationinfo(types={"com.example.notifs.create",
""com.example.notifs.destroy"})

public class Cache {

@Description(" Cache size in bytes")
@ManagedAttribute

int cacheSize;

public int getCacheSize() { ... }

public void setCacheSize(int size) { ... }

@Description("Last time the configuration was changed in milliseconds since 1 Jan 1970")

public long getLastChangedTime();

@Description(" Save the configuration to a file")
@ManagedOperation(impact = Impact.ACTION)
public void save(
@Description(" Optional name of the file, or null for the default name™)
String fileName) { ... }

18
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MBean registration name

= ObjectName

= MBeans must be registered on the MBeanServer with a registration name
(class javax.management.ObjectName)

n Syntax

= domain:.key-property-list

= Examples
= com.sun.someapp:type=Whatsit,name=25
= com.sun.someapp:type=Whatsit,name="25,26"
= java.lang:type=GarbageCollector,name=MarkSweep
= domain:type=Server,name=server5
= domain:type=Server.Application,Server=serverd,name=app1

= domain:type=Server.Application.WebModule,Server=servers,
Application=app1,name=module3

= domain:type=Server.Application.WebModule.Servlet,Server=server5,
Application=app1,WebModule=module3,name=default

=  ObjectName pattern matching

= MBean could be searched with pattern applied on their ObjectName
= Exemple : *type=GarbageCollector,*

(c) Didier Donsez, 2003-2008, JMX
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ObjectName convention

= Remarks : Must follow some naming conventions

(c) Didier Donsez, 2003-2008, JMX

If the domain is empty, it implies the default domain for the MBean
Server where the Object Name is used

Object Names are case sensitive and whitespace sensitive.

Every Object Name should contain a type= key property.

= This property should be different for every object type in a given
domain.

The most usual key property in addition to type is name.

The order of key properties is not significant.
= no difference between type=Thread,name=DGC and name=DGC,type=Thread

The domain should not contain the character slash (/)

= reserved for MBean Server hierarchies ("cascading").
managed objects can be logically contained in other managed
objects

= domain:type=Server,name=serverd

= domain:type=Server.Application,Server=serverd,name=app1

= domain:type=Server.Application.WebModule,Server=server>,
Application=app1,name=module3

= domain:type=Server.Application.WebModule.Servlet,Server=server5,
Application=app1,WebModule=module3,name=default

21
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Interface MBeanRegistration

= Un MBean peut récupérer la réference du MBeanServer
qui I'enregistre en implémentant l'interface
MBeanRegistration au moment de son enregistrement.
interface MBeanRegistration{

void postDeregister()

void postRegister(Boolean registrationDone)

void preDeregister()

ObjectName preRegister(MBeanServer server, ObjectName name)

}

= Remarque: Un MBean peut étre enregistré sous plusieurs
ObjectNames et par plusieurs MBeanServers

= Remarque: Les adaptateurs sont généralement des
MBeans enreqistrés qui implémentent cette interface

(c) Didier Donsez, 2003-2008, JMX
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Change Notification (Push)

= Motivation
= Push interaction
= Publish-Subscribe for MBean internal changes

= Publisher

= MBean implementing the NotificationBroadcaster interface

s Subscriber
= Forinstance, remote consoles, ...

= Notification
= represents a notification object emitted by an MBean

= Subclasses :

= AttributeChangeNotification, JMXConnectionNotification,
MBeanServerNotification, MonitorNotification, RelationNotification,
TimerAlarmClockNotification, TimerNotification, ...

(c) Didier Donsez, 2003-2008, JMX
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Notification de changement (Push)

= Un MBean peut notifier des changements en
iImplémentant l'interface NotificationBroadcaster.
interface NotificationBroadcaster {

void addNotificationListener(NotificationListener listener,
NotificationFilter filter, Object handback)

void removeNotificationListener(NotificationListener listener)
MBeanNotificationInfo[] getNotificationInfo()

}

= Lors de I'enregistrement, le MBeanServer appelle
la méthode d’ajout pour propager les notifications
aux souscripteurs (qui peuvent étre distant).

2003-2008, JMX

(c) Didier Donsez,

24



HE W E W' &I Bl W W =

19/02/2008

(J2SE5.0)

= Utility MBeans to monitor (observe) other MBean

= CounterMonitorMBean, GaugeMonitorMBean,
MonitorMBean, StringMonitorMBean, ...

= Example
GaugeMonitor gm = new GaugeMonitor();
gm.setGranularityPeriod(5000);
gm.setDifferenceMode(false);
gm.setNotifyHigh(false);
gm.setNotifyLow(true);
gm.setThresholds(new Integer(50), new Integer(5));
gm.addObservedObject("system.disk:type=hda1");
gm.setObservedAttribute("freespace”);
mbeanserver.registerMBean(gm, new ObjectName("Services:type=GaugeMonitor"));
gm.start();

(c) Didier Donsez, 2003-2008, JMX

25



19/02/2008

OpenMBean
= TODO

= CompositeData

= (interface) specifies the behavior of a specific type of
complex open data objects which represent composite
data structures.

s [abularData

= (Interface) specifies the behavior of a specific type of
complex open data objects which represent tabular data
structures.

2003-2008, JMX

(c) Didier Donsez,

26
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Remote Management Level
Connectors and Adaptors

= Motivations

= Protocol adaptors and standard connectors make a JMX
agent accessible from remote management applications
outside the agent’'s JVM.

s Connectors

= Provides the JMX API (remotly) with both pull and push
interactions

= Adaptors

= Adapts to a management protocol (SNMP, ...)
= Provides a man-oriented GUI (HTML, WML, ...)

2003-2008, JMX

(c) Didier Donsez,

29
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JMX API

Remote
Management \

Level -

PISOAP

A 4

Web
Browser

L N\

HTMLHTTP

Remote Management Level
Connectors and Adaptors

SNMP
Console

L N\

SNMP

should embed

MBeanServer

(c) Didier Donsez, 2003-2008, JMX

)

dla web server

30
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Remote Management Level
Connectors and Adaptors

= Connectors

= RMI and RMI/IIOP connectors
» Standard in J2SE5.0 and mandatory

= JMX Messaging Protocol (JMXMP) connector
= based on TCP sockets. Defined by the JSR 160

= Web Services (JSR 262)
= XML/RPC, JMS (Lingo), XMPP ...

= Adaptors

= SNMP adaptor (provided by the J2SE5.0 for the JVM MIB
(JSR163))

= Web (HTML/HTTP) adaptor
= Local GUI
= CORBA Adaptor, AMI Adaptor for Tibco, ...

(c) Didier Donsez, 2003-2008, JMX
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Example

Il Get the platform MBeanServer
MBeanServer mbs = ManagementFactory.getPlatformMBeanServer();

/' Unique identification of MBeans
Hello helloBean = new Hello();
ObjectName helloName = null;

/I Uniquely identify the MBeans and register them with the MBeanServer
helloName = new ObjectName("SimpleAgent:name=hellothere");
mbs.registerMBean(helloBean, helloName);

Il Create an RMI connector and start it
JMXServiceURL url = new JMXServiceURL("service:jmx:rmi:///indi/rmi://localhost:9999/server");
JMXConnectorServer cs = JMXConnectorServerFactory.newJMXConnectorServer(url, null, mbs);
cs.start();

Il Register and start the HTML adaptor
HtmlAdaptorServer adapter = new HtmlAdaptorServer();
adapter.setPort(8000);
ObjectName adapterName = new ObjectName("SimpleAgent:name=htmladapter,port=8000");
mbs.registerMBean(adapter, adapterName);
adapter.start();

(c) Didier Donsez, 2003-2008, JMX
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Agent discovery

= Motivation

= advertise and find JMX API agents (Connectors and Adaptors)
in infrastructure/adhoc networks

« Remark : The Java Management Extensions (JMX) Remote API
Specification describes how you can advertise and find JMX API
agents by using existing discovery and lookup infrastructures. The
specification does not define any discovery and lookup APIs specific to
JMX technol OgY. htto:/jjava.sun.com/j2se/1.5.0/docs/guide/jmx/overview/lookup.html#wp997349

= Location protocols
= Service Location Protocol (SLP)
= Jini Network Technology
= LDAP with JNDI
= DNS-SD, UPnP (not described by the specs)

(c) Didier Donsez, 2003-2008, JMX
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Agent discovery

= Motivation

= advertise and find JMX API agents

= The Java Management Extensions (JMX) Remote APl Specification
describes how you can advertise and find JMX APl agents by using
existing discovery and lookup infrastructures.

» The specification does not define any discovery and lookup APIs
specific to JMX technology.

= Discovery protocols
= Service Location Protocol (SLP)

= Jini Network Technology
= LDAP with JNDI

= DNS-SD (not described by the specs)

(c) Didier Donsez, 2003-2008, JMX
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Agent discovery

with Service Location Protocol (SLP)

= Recall

SLP is a lookup service for adhoc network

= Steps

(c) Didier Donsez, 2003-2008, JMX

The following steps summarize the procedure defined in the JMX
Remote API specification for using the SLP lookup service to
advertise and find JMX agents:

The agent creates one or more JMX connector servers.

For each connector to expose, the agent registers the address with
the SLP lookup service, possibly giving additional attributes that
qualify the agent and/or the connector, and can be used as filters.

The client queries the SLP lookup service, and retrieves one or
more addresses that match the query.

Finally, the client obtains a connector that is connected with the
server identified by a retrieved address.

36
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Agent discovery
with DNS-SD

= Direct for HTTP/HTML Adaptor

< | [JDMKS.1_r01] Agent View - Microsoft Internet Explorer
Fichier  Edition  Affichage  Fawvoris  Outils 7

> L] — i P k™
@Précédente - e - \ﬂ @ l\] f_ﬁRechercher ‘?‘;: Favaris 6‘4 ‘i' .;,;;

Srecse hittp:ffkalahari. local: B000)Filker ?Fstr=org. * 96 38%
x
L B propos de Bonjour Agent View TDMES.1 101]

7 GatewayidminOnan
7 GatewayAdminOna0an

[ ]

7 HTMLIME AdaptarOnanon Filter by ohject name: ! org |

This agent is tegistered on the dowain DefanliDomain.

This page contains 3 MBean(s).

List of registered MBeans by domain:

o OIZ.08Zi
. harne=Framework
+  type=Service obijectclass=ft rnag adele burdle jroasert ConfisldBean serdee id=24
« type=Service obijectelass=ft irnag adele service heartheat CondizIPean service id=27

(c) Didier Donsez, 2003-2008, JMX

@ & Internet
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(c) Didier Donsez, 2003-2008, JMX

Agent discovery

with DNS-SD

= Example with DNS-SD

= New type for service:;jmx:* URLs

£ JmDNS Browser

vpes

Services

_afpovertcp._tcplocal.
_airport._tcp.Jlocal.
_eppc._tcp.local.
_ftp._tcp.ocal.
_http._tcplocal.

_jmx._tcp.local. I
_pbresence._icp.local.
_printer._tcp.local.

_smhb._tcp.local.

_5sh._tcp.local.

_titp._tcp.local.

JMEXConnectorOn1999
JMEConnectorOn?d ¥y

UMXConnectorOn9999

9(=1c
_Details

I ConnectorOnS999._ jrne_tep local.
FALAHAR] local (99945

My 8B q0s 8509490
servicejme=rmiiindiirmiir
path=rsener

= Usage : useful for JavaEE node discovery in a cluster

38
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APl JMX

= Initially adopted by the J2EE community
= Now in J2SE 5.0
= Packages

(c) Didier Donsez, 2003-2008, JMX
[ |

javax.management
javax.management.loading
javax.management.modelmbean
javax.management.monitor
javax.management.openmbean
javax.management.relation
javax.management.remote
javax.management.remote.rmi
javax.management.timer
java.lang.management

39
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MXBean (Platform MBean)
Package java.lang.management (J2SE5.0)

= Provide MBean to monitor the platform (JVM and
underlying OS)
= Interfaces
= ClassLoadingMXBean java.lang:type=ClassLoading
= CompilationMXBean java.lang:type=Compilation
= GarbageCollectorMXBean

java.lang:type=GarbageCollector,name=collector's name
= MemoryManagerMXBean
= MemoryMXBean
= MemoryPoolMXBean
= OperatingSystemMXBean
= RuntimeMXBean
= ThreadMXBean

s Custom tabs for the JConsole 6

(c) Didier Donsez, 2003-2008, JMX
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MXBean (Platform MBean
ClassLoadingMXBean Tab in JConsole

< J2SE 5.0 Monitoring & Management Console

Connection Window

servicejmx:rmiiindirmiilocalhost:000%iserver
[ Summary | Memory | Threads | Classes | MBeans | VM |

Time Range: [ Werbose Qutput

Humber of Loaded Classes

50004
Total Loaded
4 4203
4000
3000
2000
Loaded
e ———— e 4 1481
1000+
16:10 16:20 16:30 16:40 16:50 17:00 17:10 17:20 17:30 17:40 17:50 18:00
Details

Time: 20035-11-20 120822
Current classes loaded: 1 491
Total classes loaded: 4 203
Total classes unloaded: z 712

(c) Didier Donsez, 2003-2008, JMX
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Package javax.management.timer

= Utility MBean

to manage a list of dated timer notifications.
interface TimerMBean {

Integer addNotification(String type, String message,
Object userData, Date date,
long period, long nbOccurences, boolean fixedRate);

}

= Subscribers are notified when a timer expires

= TimerNotification(String type, Object source,
long sequenceNumber, long timeStamp, String msg, Integer id)

(c) Didier Donsez, 2003-2008, JMX
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MLet (Management applet)

= Utility to load, instanciate and register MBeans

in the MBeanServer from a (« XML ») description

= (Class javax.management.loading.MLet

= Description:

<MLET CODE = class | OBJECT = serfile
ARCHIVE = archivelList
[CODEBASE = codebaseURL]
[NAME = mbeanname]
[VERSION = version]
>[larglist]</MLET>

= registered as MBean

(c) Didier Donsez, 2003-2008, JMX

mbeanserver.registerMBean(new MLet(), new ObjectName("Services:type=MLet"));

= However

= MLet extends URClassLoader so
= No class unloading
» No package dependencies resolution and No package versioning

44
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Consoles

= User agents to monitor (remotly) a server

Set/Get attributes
Invoke operations
Subscribe to notification
Keep histories

= Consoles (general-purpose)

(c) Didier Donsez, 2003-2008, JMX

JConsole

MC4J

Xtremd

jManage http://www.jmanage.org/

Remarks
= Custom « tabs »/plugins can be added !

47
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JConsole (provided with J2SE since v 5.0)

Java Monitoring & Management Console —|Ox

Connecton  Window Help

pid: 2392 felix. jar X
Overview I Memary | Threads | Classes | VM Summary | MBeans | &
Time Range: |EL h

‘Heap Memary Usage ~Threads

2,0 Mb— 20—

15 Mb L Live threads

Usad 15 iEes
4 1291240
1,0 Mb
0,8 Mb-L 0L
08:33 0g:34 08:33 0g:34
Used: 1,3Mb  Committed: 5,2 Mb  Max: 66,7 Mb Live: 15 Peak: 16 Total: 17
x
= Classes ~CPU Usage
OOO 2 000+ 4% ——
S
N
[2)
o 3%
S
~
N
& 1500 2%
5 e
a 4
ko 1%
: \ A
[a)
~ CPLU Usage
< 1 oooL 0%-L 4 0%
08:33 0g:34 08:33 08:34
Loaded: 1392 Unloaded: 46 Total: 1 438 CPU Usage: 0,00%
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(c) Didier Donsez, 2003-2008, JMX

JConsole 6
Example

B Java Monitoring & Management Console

Connecton Window Help

@ pid: 2392 felix. jar

alie

oqm:._mi_ Memary Threads _ Classes _ VM mc_ﬂamJ___ Emmmnm_

Time Range: _.u.__ o _

-Murnber of Threads %

20—
Peak
16
15 / _ﬂ.m_.m threads
1L
08:33 08:34 08:35 08:36 08:37
Threads
Reference Handler 4 \Wamz: Destrovdavavl

Finalizer

Signal Dispatcher
Attach Listener
FelixDispatchQueus
FelixStartLevel
FelixPackageAdmin
Felix Shell TUI

royJavaviv
RMI TCF Accept-0
RMI TCP Connection(1)-129.88
RMI Scheduler (D)

R s

-

L

State: RUNINAELE

Jtack trace:

[Filter

Detect Deadlock

Total blocked: O Total: wvaited: O

Mo deadlock detected

50
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JConsole 6

—Example

(c) Didier Donsez, 2003-2008, JMX

Overview Memory _ ._.jﬂmmn_m_ Classes _ WM mc_ﬂamJ___ Emmmnm_

Time Range: _}__ = _

Perform GC _

2,0 Mb—
Used
4 1884480
1,5 Mb
1,0 Mb
0,8 Mb-L
08:33 08:34 08:35 08:36 08:37 08:38 08:39 08:40 08:41 08:42
~Details
Time: 2008-02-15 03:42:43 1009 -
Used: 1 £96 Koytes =
Committed: 5 058 koytes
Max: &5 088 khytes S -
GC time: 0,082 secondsonCopy (41 collections) 259 -
0,364 seconds on MarkSweepCormpact (8 collections) 9% -
Heap _ _Z_u_._.I.w.m_u _

51



19/02/2008

Exa

JConsole 6

B Java Monitoring & Management Console

Connecton Window Help

@ pid: 2392 felix. jar

oqm:._mi_ _,.__maoJ___ ._.jﬂmmn_m_ Classes _ VM Summary MBeans _

A M

specific

(c) Didier Donsez, 2003-2008, JMX

=3 MImplementation
¢ @@ MBeanServerDels
=3 com.sun.managemel
¢ B-@ HotSpotDiagnosti
£ java.lang
-0 ClassLoading
-0 Compilation
) GarbageCollector
E-8 Memary
=+ MemaryManager
i -8 CodeCacheMs
/m@ MemaryPoal

~ H-9 Code Cache
@ Eden Space
@ Perm Gen
@ Survivar Spac
B3 Tenured Gen
- (8 QperatingSystam
(3 Runtime
E-# Threading
=3 java.util.logging
¢ -0 Logging
=3 org.asgi

=@ Frameawork

X
zl=
rOperation invocation
S installBundle {pl _ String 3 =
java.util.Dictionary getBundleHeaders _ (pt _|D )
PRI getBundleLocation _ nnH_ a b
kgl 3 getBundleRegisteradServices _ fpd _ a )
bangl ] getBundleServicesInlse _ {pl _ a J
ol crBundie (p1 _% J
void
startBundle (p1 _|m| J
el updateBundle (p1 _ String , p2 _ Sfring
void Lo
updateBundle {pl _ a 3
ol updateBundle {pd _ String 3
s updateBundle _ fpd _ a . p2 _ String
= stopBundle {pl _ String 3
void
stopBundle {pl _ ] 3
<D_ﬂ PREN e | PRI BN _ ] _ ~ b “—

52
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JConsole 6
Connection

= Local JVM (Java process) or Service UR

Java Monitoring & Management Console !E

Connection Window  Help

é‘; JConsole: New Connection

New Connection

& Local Process:

Name | P |
sun. tools. jconsole. JConsole 2732

felix.jar

" Remote Process:

Usage: <hostname::<port= OR service:jmx: <protocols: <sap =

Username: Password: I

Connect | Cancel

(c) Didier Donsez, 2003-2008, JMX
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VisualVM

(c) Didier Donsez, 2003-2008, JMX

hitps //visualvm dev.java.net/

« VisualVM is a visual tool that integrates several existing JDK software tools and lightweight memory
and CPU profiling capabilities. This tool is designed for both production and development time use and
further enhances the capability of monitoring and performance analysis for the Java SE platform. »

VisualVM includes the JConsole.

=|visusice =

Lacal
£ <Unknown (pid 5152)
Visualvm

VM Coredumps

| (@) Overview | A Manitar | (=) Profiler | & MBean Browser |

£ org.apache.felix. main Main (pid 7436) §|

IMImplementation
com.sun.management
java.lang
java.util.logging
arg.osgi

£ Attributes
--Bundlelds
--Bundlelnfas
--FrameworkProperties
[=-Operations
---getBundleHeaders
--getBundleReqisteredServices
---getBundleServicesInUse
--gtartBundle
--startBundle
--updateBundle
--updateBundle
--updateBundle
updateBundle
--stopBundle
--stopBundle
--uninstallBundle
-uninstallBundle
-instalBundle
--refreshPackages
---getBundleInfo
getBundleInfa
--getBundleState
--getBundleState
[=)-Motifications[4]
~javax.management. AttributeC

1 | +

En[E[E)

MBeanInfo

Name Value

nfa:

ObjectMame org.osgi:type=bundies

ClassMame org.apache.felix.sandbox. jconsole. osgi.Bundle
Description InFormation on the management interface of the MBean
Constructor-0;

Mame org.apache.Felix. sandbox. jeconsole. osgi. Bundle
Description Public constructar of the MBean
Parameter-0-0:

Mame pl

Description

Type org.apache.felix.sandbox. jconsole. osgi. BundleM¥Bean
Descriptor

Name Value

nfa:

immutablelnfo trug

interfaceClassMame org.apache.felix.sandbox. jconsole. osgi. BundleM¥Bean
mxbean true
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£ VisualVM (Preview 2)

File Edit View Profile Tools Window Help

B XhEDE

: Applications < =

_m Visual GC _ £ org.apache felix.main Main (pid 158) & _

EEE]

ﬁ Remote

[Z] vM Caredumps

(@ Qverview | || Monitar _ (%) Profiler _ & MBean mﬂo:mnﬂ_

org.apache.felix.main.Main (pid 6188)

Uptime: 0 min 42 sec

View: @ Heapmetrics () PermGen metrics () Threads metrics (7)) Classes metrics
Heap metrics:
Heap size: 5 242 820 Max heap: 67 108 864
Used heap: 1 062 8§72

10:54:05 10:54:10 10:54:15

[ Heap size [ Used heap
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8 VisualVM (Preview 2)

File Edit View Profile Tools Window Help

: Applications

m Local

£ =Unknown= (pid 5152)
£ VisualvM

&J Remote

=] WM Coredumps

= .Il_ “isual GC 8 | £ orgapache felix main Main (pid 6158) & SR, E @
oo _ 6188 Main « |Refresh _ & GC Tuning & Help
Application Information —M8M8M8M8M8 “na_:::m ne: 196 compiles - 182,860ms

Alive  Elapsed Time: 3m 17,676s

Java Command Line: org.apache.felix.main.Mai
n

Java VM Arguments:

Perm

Tenuring Threshold: Max Tenuring Thres... 15 Desired Survivor Siz...32768 Current Survivor Siz... 65536

‘w_umqm—:mnmﬂw|
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JMX RI 1.2
I'adaptateur http (

(c) Didier Donsez, 2003-2008, JMX

)

Agent View

Filter by obiect name:; |**

This agent 15 registered on the domain DefauliDarmain.
This page contams 20 MWMBean{s).
List of registered M Beans by domam:

o JhImplementation
o type=MEBeanserverDelesate

o Simple AgentWithHttp Adaptor
» name=hellothere
« name=htrmladapter port=23000

o javalang
o type=C"laszloading
e type=Compiation
o ype=Jarbage Collector name="_opy
o type=TarbageCollector name=MarkSweep Compact
s type=hlemory
o type=hemoryhlanaser name=Code Cachellanager
o tpe=MemoryPoolname=Code Cache
e type=MemoryPoolname=Eden Space
o type=MemoryP ool name=Ferm Gen

[TDMES.1_101]
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JMX RI 1.2
|'adaptateur http (ii)

(c) Didier Donsez, 2003-2008, JMX

MBean View
« NMBean Name: Simpledgent™WithHttp & daptorname=hellothere
s« NMBean Java Class: training jmx Hello

Eeload Pertod in seconds:

Back to Agent View 0

MBean description:

Information on the management intetface of the MBean

List of MBean attributes:

Name Type Access

Message javalang String | EW

List of MBean operations:

Hello there

[TDMES5.1_r01]

Value
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MC4J (http://mc4j.sf.net)

= Console JMX open-source

= Profiles de connexion pour la plupart des serveurs JavakEE

= Tableaux de bord personnalisables (configuration XML)

Management Tools ‘Window Help

@J % g} 46

=l Attributes

:MC4) Connections a0 =
Glu:ul:ual Dashboards s

@Dumains
<

= B'MBeans

JMImplementation(1}

= @ SimplefgentwithRMICan:
& name=hellothere

=l g java.lang(9)

& name=CodeCacheMs

& type=Classloading

& bype=Compilation

g type=GarbageCollect

& type=Memory

g bype=MemoryPoal{ 7}

& type=OperatingSyste

& bype=Runtime [

& type=Threading v
4| I | ¥

Meszage Hella there
| =l Operations

| Execute, ..

—E—

oy Hello javax. management, MBeanJperationInfod _

sayHello
Cperation exposed For management:

S Ourtput - MC4J Errors

FOEppPropr LHCE CEHLIL LEUM AW RWEIL [IILE

(c) Didier Donsez, 2003-2008, JMX

Tnappropriate call from Awt-EwentThre
Inappropriate call from Awt-EwventThre
Inappropriate call from Awt-EwventThre

£

Close

T oxX
Y- | e
Java: &5 —
willode .
88) &

£
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Eclipse JMX

= JMX console for Eclipse IDE

(c) Didier Donsez, 2003-2008, JMX

http://code.google.com/p/eclipse-jmx/

rﬂ a6 JMX - java.lang:type=Memaory - Eclipse SDK =Y
@] Q|4 B e @ [ 8- F-© G D B P IMX §Java
(® MBean Explorer 53 = O | [ET]alang typehiemony . = 1)
-] o [Pl
& | 25 7| javalang:itype=Memory B
filter text z
l'-y'p-i! : All Attributes Attribute Details
p B Cataling IName — Alvalue Mame NonHeapMemorylUsage
b B Mimplementation NonHeapMemoryllsage javax.management.c Type javax.management.openmbean.Compos
» B Users Verbose false e
¥ B java.lang HeapMemoryUsage Javax.management.c Bescription: {NontieaphemoryVenge
p @ ClassLoading ObjectPendingFinalizatior Permission &
> @ Compilation Key Value
v & GarbageCollector committed 32538624
» @ Copy init 29523968
» @ MarkSweepCompact max 121634816
v & Memory used 20521672
= MNonHeapMemoryUsage
@ Verbose
o HeapMemoryUsage
o ObjectPendingFinalizatonCo
@ gl
b £ MemoryManager
» £ MemonyPool
p @ OperatingSystem
p & Runtime
p & Threading
B B java.util.logging
- - Vel I
- e - - - — - - - ! '}1 [ 3
3 i+ » Attrlbutes]ﬂperatlons|Hntiﬁmians1llnfn
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pu

JMX-related JSH

JSR 3 - Java Management Extensions (JMXTM) Specification
JSR 160 - Java Management Extensions (JMX) Remote API 1.0

JSR 255 - Java Management Extensions (JMX) Specification, v 2.0
= updates the JMX and JMX Remote APIs for J2SE 1.6
= Annotated MBeans, ...

JSR 262 - Web Services Connector for JavaTM Management Extensions
(JMXTM) Agents

JSR 18 - JAIN OAM API Specification

JSR 22 - JAIN SLEE API Specification

JSR 77 - J2EE Management Specification

JSR 138 - Performance Metric Instrumentation

JSR 151 - J2EE 1.4 Specification

JSR 174 - Management and Monitoring Specification for the JVM
JSR 176 - J2SE 1.5 (now called J2SE 5) Release Content

JSR 163 JVM MIB for SNMP
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JMX and ANT

= JMX4Ant http://jmx4ant.sourceforge.net/

= provides the ability to interact with JMX MBeans from
Ant. Supports several popular JMX implementations and
J2EE servers including JBoss and BEA WebLogic
Server

s Seems inactive

= Jakarta TomCat JMX remote Ant (catalina-ant.jar)
= Supports JSR 160

2003-2008, JMX

(c) Didier Donsez,
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JMX and Apache TomCat

= Motivation
= grab some statistic data or reconfigure some aspects

s [00Is

= JMXProxyServlet (simple)
org.apache.catalina.ant.JMX*Task

= JSR 160 (RMI Connector) Tasks
org.apache.catalina.ant.jmx.”

» JMX remote Ant (catalina-ant.jar)

m See

»« Catalina Functional Specifications - Tomcat MBean
Names
= %TOMCAT_HOME%\catalina\funcspecs\mbean-names.html

=« Monitoring and Managing Tomcat
= %TOMCAT_HOME%\webapps\tomcat-docs\monitoring.html

(c) Didier Donsez, 2003-2008, JMX
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JSR77 W
J2EE Management SpeCiﬁcatiOn Under Construction

= Motivations
= Managed Obijects
= Event notification

= State manageable object (SMO)
= SMO states: starting, running, failed, stopping, stopped
= recursive starting and stopping
= Event notifications on state transition
= Performance monitoring
=« Statitic

= J2EE Management EJB Component (MEJB) (JSR77.7)
= J2EE Management SNMP (JSR77.8)
= J2EE Management CIM (JSR77.9)

(c) Didier Donsez, 2003-2008, JMX
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JSR77

J2EE Managed Objects hierarchy

SessimBean|— |

StatelessSessionBean

StatefulSessionBean

EJEModule

WebModule

JZEEManagedOhject

ohjectMarme:QBJECT_MAME
stateManageableboolean
statisticsProviderboolean
eventProvidarboolean

E.JB ] MessageDrivenBean
Resourced dapter EntityEaan
Serviet JZEEModule |-
JDBCDataSource JZEE Application
JDBCDriver JCAResource
JZEEDeployedObject JTARasource
JZEE Server JDBCResource
JZEERgsnurce i — JMSResource

JZEEDDmaIn

AppClientModule

JNDIRgs0Urce

JCAManagedConnectionFactory

JCACaonnectionFactory

RMI IOPResource

JavaMailResource

URLResource

Resourced daptermModule
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JSR77

J2EE Managed Objects ObjectNames
O Syntax

[domainName]:j2ee Type=value,name=value,<parent-j2ee Type>[,property=value]*

= Examples

FirstEverBank:j2eeType=J2EEDomain,name=FirstEverBank
FirstEverBank:j2ee Type=J2EEServer,name=BankServer1
FirstEverBank:j2ee Type=J2EEApplication,name=AccountsController,J2EEServer=BankServer1

FirstEverBank:j2ee Type=EJBModule,name=BankAccount,J2EEApplication=AccountsController,J2EES
erver=BankServer1

FirstEverBank:j2ee Type=EntityBean,name=Account,EJBModule=BankAccount,J2EEApplication=Accou
ntsController,J2EEServer=BankServer1
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JSR77

Statitic

J2EEManagedObject Required Stats interface
EJB EJBStats

EntityBean EntityBeanStats

JavaMail JavaMailStats
JCAResource JCAStats

JDBCResource JDBCStats

JMSResource JMSStats

JTAResource JTAStats

JVM JVMStats
MessageDrivenBean MessageDrivenBeanStats
Servlet ServletStats

SessionBean

SessionBeanStats

StatefulSessionBean

StatefulSessionBeanStats

StatelessSessionBean

StatelessSessionBeanStats

URLResource

URLStats

bo
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JSR77

Statitic (Javax.management.j2ee.statistics)

interface
Statistic

+gethiame String
+gellinit:String
+getDescription: Stnng
+getStantTimeiong
+getastsamoleTime iong

1

interface interface interface intarface

limestatsiic RangeSiahistic Boundary statistic Countstabistic
+getCountiong +getHighWatendariciong +gelUpperBound. long +getCountfong
+ et ax T ime jong +etlowlWatemdark fong +getlowerSound iong
+geblinTimelong +gelCurrent iong
+gefTotaiTime fong

interface
BoundedRangeSiatistic
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JSR77
Management EJB Component (MEJB)

s Motivation

= provides access to the managed object instances of all
the available managed objects in one or more
management domains

« for all J2EE components (EJB, Servlet/JSP)
= Interfaces
= Remote : javax.management.j2ee.Management
= Home : javax.management.j2ee.ManagementHome
= + class javax.management.j2ee.ListenerRegistration
= JNDI subcontext
= ejb/mgmt

2003-2008, JMX

(c) Didier Donsez,
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JSR77
MEJB Management EJB Component

= Example

= Creating a MEJB session object from a J2EE application
Context ic = new InitialContext();
java.lang.Object objref = ic.lookup("java:comp/env/ejb/mgmt/MEJB");
ManagementHome home =
(ManagementHome)PortableRemoteObject.narrow(objref, ManagementHome.class);
Management mejb = home.create();

= Find all J2EEApplication managed objects on this system
ObjectName searchpattern = new ObjectName("*:j2ee Type=J2EEApplication,™);
Set managed_object_set = mejb.queryNames(searchpattern, null);
System.out.printin("found " + managed_object_set.size() + " matching objects.");

(c) Didier Donsez, 2003-2008, JMX
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JSR77
MEJB Management EJB Component

= retrieving attribute information from a set of managed objects
lterator managed_objects = managed_object_set.iterator();
while (managed_objects.hasNext()) {
ObjectName objectname = (ObjectName)managed_objects.next();
System.out.printin(objectname);
I* get MBeanlInfo and print the info */
MBeanInfo moi = mejb.getMBeanInfo(objectname);
MBeanAttributelnfo[] atts = moi.getAttributes();
for (inti = 0; i < atts.length; i++) {
System.out.printin("**** Attribute Info ****");
System.out.printin("Name " + atts[i].getName());
System.out.printin("Type " + atts]i].getType());
System.out.printin("isls " + atts]i].isls());
(
(
(

System.out.printin("isReadable " + atts[i].isReadable());
System.out.printin("isWritable " + atts[i].isWritable());

System.out.printin("value " + mejb.getAttribute(objectname, atts[i].getName()));

}
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JSR77
MEJB Management EJB Component

= Invoke the method with the signature string test (String, int)
String sig1 = String.class.getName();
String sig2 = Integer. TYPE.getName();
String [] signature = new String [] {sig1, sig2};
Object [] params = new Object [] {"This is a Test", new Integer(77)};
String s = (String) mejb.invoke(appname, "test", params, signature);

= register an event listener
objectname = new ObjectName(mejb.getDefaultDomain()
+":type=J2EEDomain,name=Hans’ J2EE Domain");
System.out.printin("addNotificationListener( " + listener + " ) to " + objectname);
ListenerRegistration Ir = mejb.getListenerRegistry();
Ir.addNotificationListener(objectname, listener, null, "MEJBTester");

(c) Didier Donsez, 2003-2008, JMX
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2/2008

JSR77
J2EE Management SNMP (JSR77.8)

= MIB for J2EE servers
= 10DO
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Non traité pour l'instant

= JMX avec WS-Manangement
= En relation avec le JSR 262

= JSR 255

» Cascading
= Namespace

2003-2008, JMX

(c) Didier Donsez,
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JMX and OSGi

= Principe
= Le bundle JMXAgent démarre un MBeanServer

= Chaque bundle enregistre un ou plusieurs services
MBean

= Le bundle JMXAgent récupere tout nouveau service
MBean
= filter="objectClass="MBean"

= Le bundle JMXAgent récupere tout service de
connection ou d'adaptation

= Voir MOSGi du projet Apache Felix

= http://felix.apache.org/site/mosgi-managed-osgi-framework.html

(c) Didier Donsez, 2003-2008, JMX

76



19/02/2008

Distribution

(c) Didier Donsez, 2003-2008, JMX

JMX and OSGi

Level

JMX

Console
JConsole

RMI

Specific
Console

Web
Browser

HTTP/SOAP

HTMLHTTP

SNMP
Console

SNMP

should use
OSGJ”
HTTPService
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JMX XDoclet (i)
(JavaDoc) Doclet Annotations for JMX

- XDocIet ANT tasks and subtasks

<mbeaninterface> Generates a managed operation interface for standard MBeans
= <mlet> Generates an mlet descriptor file

= <jbossxmbean> Generates a deployment descriptor for JBossMX model MBeans
(XMBeans)

= <jbossxmldoc> Generates documentation for an MBean in DocBook format
= <jbossxmiservicetemplate> Generates JBossMX service deployment descriptors
<mx4jdescription> Generates an MBean description class for deployment in MX4J

m See

= http://xdoclet.sourceforge.net/xdoclet/index.html
= http://xdoclet.sourceforge.net/xdoclet/tags/jmx-tags.html
= hitp://www.manning-source.com/books/walls/walls_ch09.pdf

(c) Didier Donsez, 2003-2008, JMX
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JMX XDoclet (ii)

Example

package com.xdocletbook.jmx;
/**
* @jmx.mbean name="Memory:name=memoryMonitor"
* @jmx.mlet-entry archive="MemoryMonitorMBean.jar"
*/
public class MemoryMonitor implements MemoryMonitorMBean{
public MemoryMonitor() {
}
/**
* @jmx.managed-attribute description="Available memory"
*/
public long getAvailableMemory() {
return Runtime.getRuntime().freeMemory();
}
/**
* @jmx.managed-attribute
*/
public long getTotalMemory() {
return Runtime.getRuntime().totalMemory();
}
/**
* @jmx.managed-operation description="Garbage collection"
*/
public long gc() {
return Runtime.getRuntime().gc();

}
}
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JMX and JBoss

= Services in JBoss are (extended MBeans)
= Deployed by the JBoss MicroContainer
= Deployment descriptor (XML syntax)

2003-2008, JMX

(c) Didier Donsez,
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Pour demarrer rapidement
= Avec le J2SE 1.5

= http://java.sun.com/developer/technicalArticles/J2SE/jmx.html

= Charger JMX Reference Implementation
et tester les exemples
= http://jJava.sun.com/products/dJavaManagement/download.html

= Puis pour appronfondir, le Tutoriel

= http://java.sun.com/j2se/1.5.0/docs/guide/imx/tutorial/tutorial TOC.ht
m|

(c) Didier Donsez, 2003-2008, JMX
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*=  Pour démarrer un peu moins
rapidement

= MC4J

= Console JMX GUI tres compléte

= Personnalisé pour les principaux serveurs J2EE
= Open-Source
= http://mc4j.sf.net

= MX4J

= Implémentation d’agent + adapter HTTP + ... pour Javal.4 et -
= Open-Source
= http://mx4j.sf.net

= Une autre console

= Xtremed Management Console (plugin Eclipse)
http://www.xtremej.com

= Une autre implémentation JMX open source
= http://www.xmojo.org/

(c) Didier Donsez, 2003-2008, JMX
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