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La RFID (Radio Frequency Ildentification)
ou_étiquette électronique (ou tag)

= Formes

= Avantages/Inconvénients par rapport aux codes barres
= Lecture en vrac, insensible (direction, salisure, moulage, ...)
= Volume d’information
= Reédutilisable (si RWL)
= Colt
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REID (Radio Frequency Identification)

s Form factor

= Physical Standards
= ISO 18000-1 to 7, vendor specific (Tl Taglt™, MlFare
=« 1SO 14443 A/B, ISO 15693, ...
= Frequency, Distance, Speed/Throughput

= Logical Standards
= EPCGlobal, AutolD, NFC Forum, JSR 257, ...

)
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Une étiquette passive a la loupe

Quelles dizaines d’octets . B T Through contacts
eRead, :
o\Write once/many,
elLock
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L’acquisition : les lecteurs

= Dans l'entrep6t, dans le magasin, sur un chariot mobile, ...

Nokia | # “ A
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3220 & 6131 Nabztag/tag
RFID glove NFC phones (15014443 Type-B) ’

http://fr.youtube.com/watch?v=wOHNGIOBnYk
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Trends : RFID readers

= From entreprise to mass market
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RFID handset

Nabztag/tag
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Les standards RFID
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Standards physiques
= [SO 18000-*, ISO 14443 A/B, ISO 15693, AutolD, Tl Taglt™, MiFare™ ...
= Fréquence, Distance, Vitesse/Débit, Milieu/Matériaux, ...
= Beaucoup de brevets US derriere certains standards

Standards logiques
o -
-~ Range Range

= EPCglobal, JSR 257 ...

Close
Coupling /
Range

F

5cm 20 cm 1m 10m

13.56Mhz Based Products  UHF Based
ISO14443 Type B Products ISO15693 AutolD
SRxxx Family LRxxx Family XRxxx Family

-
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Les buzzwords
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Machine-to-Machine (M2M)

RFID

SANETs, VANETs, MANETS ...

Réseaux capillaires

Informatique ambiante, diffuse, ubiquitaire ...

10
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RFEID passive vs K

= RFID Passive

= Energie apportée par le champ EM du lecteur
= Pas de communication sans lecteur

FID active (i)

= RFID Active (~réseau de capteurs SANET)

= Embarque sa source d’énergie
= Emission et Réception de données autonomes
= Voir routage

= Réseaux maillés

= Proche mais différents : les Cartes sans contact

= Carte a puce (programmable en Java, Information enfouie (~64Ko) ...)
= [ransportation, e-Purse

121 millions de Contactless

livrées en 2004

11
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RFID passive vs RFID active (ii)

= Semi-passive

= Embeds a battery for sensors (thermometer, ...)
= Smart dust

s Semi-active

» Embeds battery to increase the RF distance,
but not all the time

12
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RFID Passive
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Energie

([

Données

Lecteur

Energie

Données

Deux phases de communication

g\

13
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RFID passive vs RFID active

= RFID Passive
= Energie apportée par le champ EM du lecteur

= RFID Active (~réseau de capteurs)
= Embarque sa source d’énergie (1 a 5 ans)
= Emission et Réception de données autonomes
= Voir routage (Réseaux mailles multi-hop)

14
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Réseaux AdHoc multi-sauts

ﬂ

15

\xemple de module ZigBee
limenté par 2 piles AA

7
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RFID passive vs RFID active
= RFID Passive

g enfouissement, distance, opera’uons en parallele (sur une vrac
d'objets), deb|t d’ opera’uon

' codt par rapport aux codes barres (= unité logistique (caisse et
palette)), privacy (« bruleurs » de tags)

RFID Active (~réseau de capteurs)
g autonome, sans infrastructure, distance

couplage avec des capteurs de mesure physique (pression,
tempeérature, ...), avec des LEDs, avec des afficheurs LCD .

' cout, encombrement, autonomie énergétique (maintenance)

= La tendance pour la RFID Active
= Coté protocole : Zigbee (IEEE 802.15.4) a la cbte

16
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Technologies concurrentes

= Codes barres : 1D, 2D (Data Matrix
= Codt du code barre -> unité produit

Imprimable/gravable
= sur 'emballage ou sur le produit

Quantité d’information limitée
Lecture directionnel

Pas de lecture en masse (bulk)
Pas d’écriture

Vitesse de lecture (Oui et Non)

Environnement dur (souillure, ..

)

g 3710 032780

I\Hﬁ%@iﬁ%ﬁl

PDF417

H(Lé% (Eﬁiﬁ% {

MicroPDF417

Rl IIII\

MaxiCode

TLCSB

i

EAN-UCC Composite

17
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Applications

Billettique et péage (transport)
Logistique (Supply Chain)

= Conteneurs, Courrier rapide, Flotte de véhicule, Force commerciale,
Flamme olympique pour Atlanta 1996, ...

Tracabilite
Qualité
= Documents ISO9002 de suivi de lots, chaine du froid, ...

Sécurité des biens
= Vol de véhicule, de conteneurs, des jetons de casino ...

|dentification
= Kids, US Gls, Spanish Night-clubbers, Passports US immigrants ;-)

. http:/fr.youtube.com/watch?v=GgjVWalxolL4

Jusnce

18
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Applications

Contrefagcon (marché gris)
= Produits de luxe, billets de banque (étude BCE), bouteilles de vin,
pieces automobiles, pieces avion, medicaments (Viagra, ...) ...

Santé
= Produits sanguins, greffes d’organes ...

« Glienteling », Marketing, CRM
= Suivi du parcours d’'un chariot dans un supermarché, ...
= Profil de consommation en temps réel

Inventaire (bibliotheque, ...), Collecte des déchets, Ventes,
Garantie, Inspection/Contrdle/Maintenance, Cheptel,
Routage, Tournée d’agent, Compétitions sportives ...

Et la liste s’allonge de jour en jour

19
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Exemple : Grande distribution
Metro Future Store Initiative

GALERIA
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http://www.youtube.com/watch?v=fMGSs7KJHek http: //streaming.mgi.de/metro/5_Jahre_RFID_dsI.aSﬁ<0
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Exemple : chaine logistique

Publicité grande audience d’'IBM
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ON DEMAND BUSINESS

http.//fr.youtube.com/watch 2v=IInUJkHOMIc
http.//fr.youtube.com/watch?v=-2YY851yDNM

21
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Encore d’'autres exemples

= Contrefacon (dit marché gris/grey market)
= 8-10% du commerce mondiale
= Pieces automobiles, pieces avions, bouteilles de vin, ...

= Médicaments

= La contrefacon des médicaments, c’est 40 milliard d'euros/an

Ceux-ci peuvent étre des faux (sans principe actif, voir empoisonné). Des faux vaccins
utilisés pour une campagne de vaccination en Afrique contenaient de I'eau croupi :
Plusieurs enfants sont decédes !

=« 1 médicament sur 2 vendu sur le Web est faux

=« RFID sur le Pfizer’ Viagra

i e EPC Data
EPCglobal Logo oo agra’ 2 M%<l 2D Barcode
and RFID Tag [ iidenafibeiratapiab

s Fidelité client G e ave) (SIS
= Bons de réduction

= Color Shift

= 4,7 % de retour par les clients

= 6 Mois pour avoir des retours sur une campagne de bons de
réduction ! 23
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RFID and mass-market (i.e. phones)

Near Field Communication (NFC) versus DataMatrix

Type NFC 7. || DataMatrix o
P = =
Device Few cellphones (Nokia Many phones (equipped of a
6131, Samsung X700) 1MPixels camera)
Datasize 1-4 Kbyte 1-60 bytes & 60-2047 bytes

For http URL, use TinyURL &
co

Acquisition distance

0 to 0.02 meters

0.05 meters to infinity

Acquisition time

quick

slow (with a phone)

Acquisition error

low

high (retry may time)

Cost

0.2t0 2.0 € per unit (in
bulk)

0 (printed on the package,
poster, flat TV screen ...)

24
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Freins et risques sociétaux

s Clients

= Les tags restent «vivants » et « furtives » apres leurs sorties du
magasin
= Le produit devient un proxy de votre identité
= Probleme d’attente a la vie privée
= Big Brother is watching you ...

= « Brdleurs » de RFID
= Distributeurs

= Falsification des étiquettes
= Brand new - Sales
= Video X - Video K(ids)

= Corruption du contenu
= « Best before »
= Groupes
= CASPIAN, Boycott de Benetton et Gillette, ...

Didier Donsez, 2005-2008, Vers des intergiciels RFID
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Risque d’atteinte a la vie privée

v ff#_ﬂ,_ﬂ—-'-— T
e r R [/ Wig \
g ( Replacement hip\‘] e model #4456
| medical part 4159382 | R ~a T\ (cheap polyester) /
el R . ¥
Photos ® Liz Melntyre 2005 the cloth label. S S _Iﬂ

i e
f.f” Das Kapital and ™
Communist- )

8, Vers des intergiciels RFID

l" HH‘L_‘"‘—-—-__ ___,_.—PF"F'--J.-#
_..--'"d_Fﬂ-___h‘-H_H'“H~
—" 1500 Euros ™
| L in wallet |
o i ' . Serial numbers:
30 items ¢ - ”‘xREQT?:-ST,EEQﬁlTS rd
of lingerie P et
Big brother is scanning you ! [Ari Juels 05] 5q

Image http://desencyclopedie.wikia.com/wiki/Image:BigBrother.jpg



»==  The privacy-friendly society:
Fundamentals
- )

~

Privacy-friendly software

Privacy-friendly tags

~

. [SUPERMARKET
I T1 T'r jul N w ——
SR
Y 2Ny 7\ 7 |7 e

5 ~——

g N\
Certification Consumer
programmes awareness

1 OSS is auditable/certifiable /

From Humberto Moran (QS] 28
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Privacy-Friendly RFID

= Tag
= Commandes KILL et SLEEP
= Authentification
= Middleware
= Auditable
= Open source
s Laws

= France — EU
= USA

2005-2008, Vers des intergiciels RFID

Donsez,

Didier

29



06/05/2008

Didier Donsez, 2005-2008, Vers des intergiciels RFID

Le marché autour de la RFID

s Quelaues orévisions (bromesses)

m Market Size (in billions) Market Share (2010)
25.00
18.75
12.50
6.25 . ® Tag
o —== @® Reader
2005 2008 2018 . Service

m RFID Middleware Market Size (in millions)

1,000

2004 2005 20006 2007 2008 2009 20I0 20II

30
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Le marché autour de la RFID

= Total RFID Market Projections in US dollar billions

2008, 2013, 2018

uUs $ Billions

30

25

20 -

15

10

Metworking, Software, Services
Interrogators (incl. cellphones)
BTags- active/BAP
BTags- passive

2008 2013 2018
BAP: Battery Assisted Passive tags

Source: IDTechEx 02/2008 RFID Forecasts, Players & Opportunities 2008-2018

http://www.idtechex.com/products/en/view.asp?productcategoryid=151

31
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Sales volume (forecasted)
for 2000 source: IDTechEx, 11 Jul 2006
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Application Number million | Why
Drugs item level 20 Pfizer, GSK anticounterfeit ....
Library, laundry, apparel | 65 1-2 year payback: cost, service

Pallets/ cases

500 $0.09 billion

Big problems but will save cost/ improve service

Cards

285 $0.63 billion

China national ID: financial, security, transport

Tickets/ secure documents | 65 Portugal, Japan: security, speed

Air baggage 85 Las Vegas, Hong Kong: cost, service, security
Livestock 50 $0.2 billion | New laws: safety, cost

Car clickers 46 Consumer demand

Passports 25 New laws: security

Other 159 Manufacture, health, vehicle etc 3
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RFID Hype Cycle
Source: Gartner 2005a

— EPC Information Service Architecture

— Print And Apply RFID Labeling Machines
visibility RFID Tagging for Branded Drugs

L Mobile RFID Inventory

RFID-Centric Medication Dispensing
Signal Strength RTLS

Airine Baggage Tracking
() Generation 2 Technology

Hazardous Materials Tracking E) B Cat | | CG Tagging
1 -4 - e & &
RFID-Based Vehicle Line and / Container Tracking in International Shipping
Cage Management [
_ _..m. 0 Handheld Readers
Third-Party RFID Inventory
RFID-Centric Goods Authentication e
Forklift-Mounted RFID Readers D RFID-
Item-Level CG Tagging Centric = RFID Middleware
| Y wWMS O Pallet-Level CG Tagging

RFID-Centric Diverting Management @

RFID-Based Physical Assel Tagging < 5 0 Medical Equipment Tagging Military Field Equipment
RFID-Based _,_ﬂ Asset Tagging <8 A i and Supply Tagging
Serialized Invoice OEM Parts =2 )
Reconciliation ™\ 4 Tagging Internal Product Movement
Passive WMS —J 1 e RFID Payment Systems
RFID-Based —8  nanytcs-Driven 2O RFID Library Book Management
Cross Dock A etall Operations Outdoor Active RTLS
Management for S Aircraft Configuration and Finished Vehicle Tracking
e o we s - RFID-Based Retumnable Assets
RFID Smart 4
Consumer Appliances Embedding of ASN on RFID
Automotive Tire Tracking As of July 2005
Technology --w.ﬂﬂllnﬂ.uﬂ“ Trough of Slope of Enlightenment Plateau of
Trigger Expectations  Disillusionment e Productivity
P

maturity
Plateau will be reached in:

Olessthan2years ©O2to5years @ 5to 10 years

Acronym key:

JPL third-party logistics OEM

ASN advance ship notice RFID

CcG consumer goods RTLS
EPC Electronic Product Code wWMS

obsolete
A more than 10 years & before plateau

original equipment manufacturer
radio frequency identification
real-time locating system
warehouse management system

37
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PN

9

|dentification
authentication,
tracking

Bar Codes

RFID

Smart Card

contact,contactless

Buttons, Keys...

~ 1 TeraHit

RFID

Event
[Objectld],

Interqiciels dédiés RFID per day

[timestamp]

A c’riva’rion}

RFID
Data

epor'ring}

Warehouse

~_

Export
Standard
n

epresentatio

Middleware is here |

41
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Intergiciels M2M

/\ ISSN 1144-875X
JIIRTI ) LBer Codes
9'771144 " 875007 5 eﬂs 0/4
_S é i =] RFID Event
g8 < [Objectld],
£5 8 Smart Card [timestamp],
3 % - contact,contactless

Buttons, Keys...

GPS

[timestamp],[position]

Time

Measurement
[position],
[temperature],
[humidity],[pressure],
[weight] ...

Didier D<
Al

M
Sensor

Data
Warehouse

~_

Middleware is here |

~ 1 TeraHit
per day

/ c’riva’rion}

WMS, MES, ..)

42
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| es acteurs

s Utilisateurs
= Walmart, Metro, US DoD, ...
= Carrefour, France Telecom, ...

= Fournisseurs d’intergiciels
= Verisign

= Alliances « stratégiques » avec les fondeurs : Tl, ST, Philips, ...

= et offres open-source
= ObjectWeb, RadioActive Foundation, Singularity ...

= Remarque

= Comme pour toute technologie,
il'y a les precurseurs et les suiveurs

Didier Donsez, 2005-2008, Vers des intergiciels RFID

= IBM, Sun, Oracle, MicroSoft, SAP, CISCO, France Telecom ...

43



06/05/2008

L’Europe et la RFID

= Consultation lancée par 'EU en 2007

2005-2008, Vers des intergiciels RFID

Donsez,

Didier
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_I_TC_.DPQ et la |

FID

Strengths

Weaknesses

Europe houses part of the big RFID
suppliers:;

High market potential;

Leading EU countries with RFID focused

attention (UK, France, Germany, The
Netherlands, Italy):

Focus of attention comparable to USA.

- Many European countries with only
marginal attention for RFID:

- No level-playing field for RFID across
countries;

- No harmonised frequency policy in the EU;

- Vulnerable image of RFID - Trust issue.

Opportunities

Threats

Increasing efficiency of production, trade
and services;

Creation of new services, new workplaces:
Spur for economic development

Increased convenience 1n citizens' everyday
life:

Increased security, reliability and trust;
Stimulation of research and development of
related technologies (enabling, enhancing
and concurrent).

- High initial and high transition costs;

- Rapid technological evolution may help
displace a technology before it 1s widely
adopted;

- High hidden costs (societal and
organisational such as for traming and
education);

- Possible job losses due to wide deployment;

- If not implemented properly, RFID may
bring a number of threats to privacy and
security  (Function creep, surveillance

capacity).

45
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Points durs

scientifiques et techniques

= Genie logiciel, Intergiciels, Bases de données,

Grilles, Réseaux, Securité ...

Probleme a tres grande échelle
Multi-plateformes (hétérogéneité)
Multi-organisations

Multi-modales

Sécurité (propriété des objets) ...

Prise en charge du patrimoine
Administration de bout en bout
Fonctionnement (deeply) autonomique
Mission critique

46
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Architecture générale

d'un intergiciel RFID

Integration !

Enterprise
Layer

RFID
Infrastructure

Standard data access
(ALE via SOAP, JMS)

4 A

RFID Sensors and device
management

e

Application Integration
Exception-handling -
alerts generation
Event Hierarchies
Event-Pattern analysis
Event aggregation

Event Aggregation
Data filtration
Data collection

47
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Architecture

EPC Global

Option
pour le
« temps
réel »

Application
d’acces a ’EPCIS

Interface de re%uéte EPCIS

Répertoire EPCIS

Interface de ca?ture EPCIS

Application
de capture EPCIS

Interface AL% (filtrage)

Application
de collection

et filtrage RFID

Protocole de lecture

'

logiciels I

Standards EPC

Projets de Standards EPC

lecteur RFID I

Protocoles Air interface (UHF)

\4

Administration

“—" du lecteur RFID

50
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ALE

Présentation

= Deux fonctions principales :
= Agrégation
« Filtrage

EALE

= Rapport ALE :
= Format XML

= Contient les informations concernant les tags RFID
détectés durant un cycle de lecture.

Didier Donsez, 2005-2008, Vers des intergiciels RFID
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ALE

Exemple

Didier Donsez, 2005-2008, Vers des intergiciels RFID

Sur quel lieu lire ?

EA LE
Sur la porte n°3 de I'entrepot

Accumuler les données combien de temps ?

Temps absolu
Utilisation de triggers

Comment filtrer les données ?

Seulement les tags des palettes, seulement les tags des
produits,...

Comment grouper les produits ?
Par entreprise, par produit, par tag, ...

Quels tags m'intéressent ?

Tous, les nouveaux, les disparus
Ai-je besoin de tous les tags ou juste le nombre de
tags lus ?
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Communications

Usine de production
Middleware : X

\ |E
N [Middleware r X

ntrepot

EPCglobal ®

Object Naming Service (ONS) / Discovery Services (DS)

Société de transport
Middleware : Y

Commercant
Middleware : Z
5
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JSR257 Contactless Communication API

= NFC applications

2005-2008, Vers des intergiciels RFID

Didier Donsez,

= Sharing data (images, business cards etc.) with a friend
just by touching the other mobile phone,

= Or connecting to a web page by scanning RFID or visual
tag (bar code) at the corner of a movie poster are some
of the use cases Contactless Communication API
enables.

= API for RFID, visual tags (bar codes)

= NFC phones (Nokia 3220 & 6131 NFC, Samsumg X700)

= Based on Generic Connection Framework (GCF) CLDC
1.1

= J2ME Optional Package

55
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JSR257 API

- zirterfaces:
D IscoveryManager javax.microedition.io.Connection
ginterfaces ginterfaces H TIPContainer
Discoverylistener |ContactiessConnection
0.1

: T
£ Anterfaces anterfaces Plaitt Tag Connection cirterfaces
m [HFCConnection| |[SmartCardConnection (VisualTagConnection
K
m ginterfaces ginterfaces ginterface:s
m HFCListener MifareConnection| |[EPCGlobalConnection

D’apres le JSR257 56
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Offres

= Industrielles

IBM

Sun

Oracle

BEA

SAP

MicroSoft

TagSys’ e-connectware

= Open-source

Accaba
Singularity

57
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s Basée sur JavakEE, OSGi, J, JMX, ...

Didier Donsez, 2005-2008, Vers des intergiciels RFID

Exemple: I'offre IBM

Motion
Sensor

[ T FaY

RFID
Reader

Agent

(s Ta

Light
Stack

g

Filter

LK

08Gi on JZME

Linux"WinCE

=

iiessaoe Drive
Beansz

ra AL

TR

Browser
Client

In Store

Software
Deployer
(optional)

Integration
Server

{(optional)

System
Mgmt
Console
{optional)

Enterprise

Back
end 1

C——=-

Back
end 2
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RFEID Suite (UJF/LIG/Adéle)

Didier Donsez, 2005-2008, Vers des intergiciels RFID

Architecture Edge-Premise-Server (IBM)
Compliance to EPC Global and NFC Forum
= ALE events and filters
= ONS (Object Naming Service)
Platforms
= OSGi (Felix) for edges and premises
= JavaEE (JOnAS, JBoss) for EPCIS servers
= JavaEE for the ONS server
Event Driven Application
=  Composition of ALE Events « filters »
= Collect environmental measurements for sensors
= Place where is the RFID reader at read time !
= Geolocation (GPS), Temperature, Humidity, ...
Communications (event oriented)
= JMS, Web Services, SMTP/POP/IMAP, XMPP

End-to-End Deployment and Management

= Based on JMX
= Everything is a MBean !

= Jasmine OSGi console, Ant based scripts for initial deployment

61
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s Architecture

=

_ % (( ]) { )

Rl

Edge
JMS SOAP,
HTTP SOAP,

(MIDLet)

nALE

RFEID Suite (UJF/LIG/Adéle)

ONS

s
X3

SMTP SOAP,
XMPP SOAP,
RMI, IIOP,
==nsors { Bluetooth, UPnP,
(€D
Premlse
= A= Q
JavaEE)
RFID Edge
Readers (OSGI MIDLet)
$100 Linux ARM $1000
$200 JavaPhone Linux/Win32 x86

JMS SOAP
HTTP SOAP
SMTP SOAP
XMPP SOAP
RMI

lop

(WS-based
EPC IS
nAL
$1000000

RESTful
(JavaEE)
Linux/OpenSolaris/Win32 62

N Other
¥ Cmssssss———)
EPC ISs
(Accada, ...
Corporate
\ Headquarter
x86/itanium/ultrasparc cluster

)
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FID Suite (UJF/LIG/Adéle)

Didier Donsez, 2005-2008, Vers des intergiciels RFID

/2 RFID Middleware - Windows Internet Explorer j o ] 4

,_..,(J.L\\__ - _m_ hittp: i flocalhost: 2000 epcisfr.imag. adele. rfid. gwt. IndexModule IndexModule, html h_ _m_ _m_ _moou_m _.D _4_
A (& RFID Middleveare _ _ @ - Bl - @ - @mmum - @Omw__m S

=313 | UUUVU mn_a__._ﬁh_

Welcome = first page
@ Tags

Track on map

> Readers

List of tags

Oﬂ Search

Search by element
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RFID Middleware - Windows Internet Explorer ==l

R~ B - 8 - [ - Gouss - 7
Z

Tag Input Helper :

EPC : |urn:epc:id:GID:6543210.00000000.
Tag format : |GiD-96

General manager : |MyCompany
Object class : |MyObjeciClass
Serial number: |
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___\.”,. RFID Middleware - Windows Internet Explorer = __m_ _W_
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REIDD) adminf@] =

Tags

~ Readers

List of tags

Oo Search

Search by element
Search by temperature

= Architecture

See network topology

| Warning

Create lost warning

Create temperature warning
Manage saved warnings
Monitor saved warnings

Admin

Manage users
Manage roles
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Tag Jumn:epcid:gid:6543210.123456.12345678b

Tracking Complementary information

Informations : _qmaumaea 4_
Temperature unit : _om_n_cm 4_

[Kelvin__|

Valid

Get general information

Temperature of urn:epc:id:gid:6543210.123456.12345678b
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5 Gateway name fictive mardi 7 aolt 2007 10:23:55
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