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1 Introduction

ThelatestJava securitypackagelAAS givesdevelopersaway to controlthe behaiour
of anappletandits accesgo the local resource®n a peruserbasisin additionto the
classicalperorigin andpersignerbasis.This authorisatiorserviceis supportecby an
authenticationrcomponentwhich decideswho is the currentuserof the Java Virtual
Machine.

Smartcardshave beenwidely recognizedasa efficient way to greatlyimprove the
securityof a userauthenticatiorprocessin particular it is far betterthana classical
passwverd schemePassvord schemesre quite simple, but faceso-calleddictionaries
attacks Evenif theresearctspaceis huge(like if the passwerd is alphanumeri@and8
charactertong),anattaclercanlimit its exhaustve searcho alimited list of passverds
(its dictionary)thathave a goodprobability to be chosenby the averageuser The dic-
tionary of likely passverd includeall the English(or local languagewordsalongwith
popularfirst namesdateof birth, andsoon. Practicalexperienceshow thatit extremely
difficult to instructtheusergo chosegoodpassverd. It hasalsobeenproventhatgiving
randompasswerd to the usersis a badideabecausehey aredifficult to remembeand,
mostoften, they arefinally written on a note sticked underthe users keyboard,if not
on the screenn addition, passwerds are sensitve to other attackssuchasreplay or
eavedropping.

Fortunatelythe JAAS designerdiave carefullydisconnectethe authenticatiotask
from otherspart of the packagethis taskis performedby a login moduleandcustom
onescanbeaddedwhenneededThis s the classicakconcepiof PluggableAuthentica-
tion Module (PAM).

In this paperwe describean implementatiorof a JAAS login modulewhich pro-
videsa strongauthenticatiorof usersby smartcards.We alsodetail the ervironment
neededo manageheusershase.

Thepaperis organizedasfollows: we first recallthe basicson Java securityandthe
JAAS featuresln a secondstepwe introducethe architectureof our solutionwhich is
detailedlateronin two parts:onedealingwith the login module,andthe otherdealing
with the usermanagementinally we presentanapplicationusingJAAS thatwe have
implementedo challengeour smartcardauthenticatiorsolution.



2 Javasecurity and JAAS

On the Java platform, securityis managedat the classlevel. Eachloadedclassis ac-
ceptedonly if it is verified successfullyoy the bytecodeverifier. The origin of the class
(i.e. its IP address)s identifiedandif the codeappeargo be signed,the signatureis
verified. Thenext stepis to associatéo the classa setof permissionsghatis determined
from the securitypolicy associatedvith the JVM. Whena sensitve call is performed
by onemethodbelongingto the class,the accessontrollercompareghe actualclass
permissionsvith therequestegermissionlf theresourcecanbeaccessebly theclass,
thechecksimply returns;f notit throws a securityexception.

This (oversimplified)summaryof securityverificationsin Java showvs thatthesecu-
rity policy is code-centricthatis the permissionsare grantedaccordingto codeprop-
erties(signatureand origin). The main reasonfor thatis the primary purposeof Jaa
security:defenseof local resourcesgainstostilemobile codecomingfrom outside.

This approachis perfectfor applicationssuchas web browserswith embedded
JVM. However, whenit comesto classicalmulti-user security this approachis no
longer appropriateln this case the aim is to grantdifferentrights to the sameclass
dependingon which useris currentlyusingthe class.JAAS addsthis secondapproach
andauthorizego write code-centri@andusercentricsecuritypolicies.

To benefitfrom extra privilegesgrantedto a classfor a givenuser this usershould
authenticaténimselfto the JVM throughalogin module.The moduleto usecandiffer
from applicationto application.The JVM usea configurationfile to selectthe correct
identificationmodulein a given context. More thanonelogin modulecanbe used,in
this casethe userneedto be successfullyauthenticatedby all login modules.

Thelogin phaseitself triesto authenticate userrepresentedby an objectof class
Subj ect . Onceauthenticatedan actioncanbe performedusingthe additionalrights
grantedo a userby usingthe staticmethoddoAs of Subj ect class.This methodas-
sociateanauthenticatediserwith thecurrentaccesgontrolcontect. Hence subsequent
accesgontrolcheckswill bebaseduponbothcodeanduser

3 Architecture of asmart card based authentication

Figurel givesanoverview of ourlogin moduleandits ernvironment.Thelogin module
in itself implementthe j avax. security. aut h. spi . Logi nMbdul e interface
in pureJava usingthe OpenCardrrameavork packageso communicatewith a users
smartcardwhich holdshis keys andcredentials.

4 Thelogin module

We have choserto usethe latestpublic key enabledsmartcardin the Gemplusproduct
range:the GPK8000card.As cardservicesareavailablefor this card,it is far easiero
exploit the GPK8000by this meanthanby dealingwith low level Application Protocol
DataUnit.

The authenticatiorprotocol betweenthe card and the login moduleis basedon
a classicalchallenge/responsexchangebasedon public key cryptography The card
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Fig. 1. Theauthenticatiorarchitecture

containscda private/publicRSA key pair which is usedto sign a randomchallenge
sentby thelogin module.Thelogin verifiesthe cardsignatureandif theverificationis
correct,considerghe userasauthenticated.

For thelogin module,therearetwo remainingissueshow to associate userwith
a public key andhow to obtainthe users public key. The associatiorbetweena user
andits public key is usuallydoneby a CertificationAuthority who issuessignedcer
tificateswhich tie a useridentity with its public key. The PublicKey Infrastructurealso
maintainsalist of revocatedcertificates.

The certificatescan be carriedby the users card, or obtainedsomevhereon the
localnetwork in aLDAP directoryor in adirectorymaintainedoy the CertificationAu-
thority. In ary casethelogin moduleneedgo containthe public key of the Certification
Authority. Thiskey will beusedto verify thecertificates.

5 Theenvironment

In additionto the above mentionedPKI| anddirectory atool is neededo administrate
theusershase Thistool maintainthelist of authorizedusersandhelpthe administrator
to addandremove usersupdatetheirrights, etc.

Thistool outputsthesecuritypolicy of the JVM, andpersonalizesr modifiesusers’
smartcard.It alsocommunicatesvith the PKI andthe directoryto obtainnew certifi-
catesfor new usersto revoke certificatef deletedusersgetc.



6 UsingJAAS

Thesmartcardlogin moduleandthe usercentricsecuritypolicy usages demonstrated
througha public mail accesspplication.

This applicationrunscontinuouslyon publicly accessibleerminalsallowing users
to checktheir mail insidea campusor awide organisation.

They authenticatehemseleswith their smartcard (potentially their smartID or-
ganizationbadge)and then checktheir mail. With a usercentric security policy and
JAAS, it is notnecessaryor theusergo log-onthe underlyingoperatingsystemOnce
authenticatedthey are authorizedto accesgheir own files, but the accesscontroller
guarantythataccesdo otherfilesis prohibited.

7 Conclusion

We have introduceda new smartcard baselogin modulefor JAAS andits support
ervironment. The checkmail applicationdemonstrateshe interestof a usercentric
securitypolicy andtestsour login module.
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