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1 Introduction

ThelatestJava securitypackageJAAS givesdevelopersaway to controlthebehaviour
of anappletandits accessto the local resourceson a per-userbasisin additionto the
classicalper-origin andper-signerbasis.This authorisationserviceis supportedby an
authenticationcomponentwhich decideswho is the currentuserof the Java Virtual
Machine.

Smartcardshave beenwidely recognizedasa efficient way to greatlyimprove the
securityof a userauthenticationprocess.In particular, it is far betterthana classical
password scheme.Password schemesarequite simple,but faceso-calleddictionaries
attacks.Evenif theresearchspaceis huge(like if thepassword is alphanumericand8
characterslong),anattackercanlimit its exhaustivesearchto alimited list of passwords
(its dictionary)thathave a goodprobability to bechosenby theaverageuser. Thedic-
tionaryof likely password includeall theEnglish(or local language)wordsalongwith
popularfirst names,dateof birth, andsoon.Practicalexperienceshow thatit extremely
difficult to instructtheusersto chosegoodpassword.It hasalsobeenproventhatgiving
randompassword to theusersis a badideabecausethey aredifficult to rememberand,
mostoften, they arefinally written on a notestickedundertheuser’s keyboard,if not
on the screen.In addition,passwordsaresensitive to otherattackssuchasreplayor
eavedropping.

Fortunately, theJAAS designershavecarefullydisconnectedtheauthenticationtask
from otherspartof thepackage:this taskis performedby a login moduleandcustom
onescanbeaddedwhenneeded.This is theclassicalconceptof PluggableAuthentica-
tion Module(PAM).

In this paperwe describean implementationof a JAAS login modulewhich pro-
videsa strongauthenticationof usersby smartcards.We alsodetail the environment
neededto managetheusersbase.

Thepaperis organizedasfollows:wefirst recallthebasicsonJavasecurityandthe
JAAS features.In a secondstepwe introducethearchitectureof our solutionwhich is
detailedlateron in two parts:onedealingwith thelogin module,andtheotherdealing
with theusermanagement.Finally we presentanapplicationusingJAAS thatwe have
implementedto challengeoursmartcardauthenticationsolution.



2 Java security and JAAS

On the Java platform,securityis managedat the classlevel. Eachloadedclassis ac-
ceptedonly if it is verifiedsuccessfullyby thebytecodeverifier. Theorigin of theclass
(i.e. its IP address)is identifiedandif the codeappearsto be signed,the signatureis
verified.Thenext stepis to associateto theclassasetof permissionsthatis determined
from the securitypolicy associatedwith the JVM. Whena sensitive call is performed
by onemethodbelongingto the class,the accesscontrollercomparesthe actualclass
permissionswith therequestedpermission.If theresourcecanbeaccessedby theclass,
thechecksimply returns,if not it throwsa securityexception.

This(oversimplified)summaryof securityverificationsin Javashowsthatthesecu-
rity policy is code-centric,that is thepermissionsaregrantedaccordingto codeprop-
erties(signatureandorigin). The main reasonfor that is the primary purposeof Java
security:defenseof local resourcesagainsthostilemobilecodecomingfrom outside.

This approachis perfect for applicationssuchas web browserswith embedded
JVM. However, when it comesto classicalmulti-user security, this approachis no
longerappropriate.In this case,the aim is to grantdifferent rights to the sameclass
dependingon which useris currentlyusingtheclass.JAAS addsthis secondapproach
andauthorizesto write code-centricanduser-centricsecuritypolicies.

To benefitfrom extra privilegesgrantedto a classfor a givenuser, this usershould
authenticatehimself to theJVM througha login module.Themoduleto usecandiffer
from applicationto application.TheJVM usea configurationfile to selectthecorrect
identificationmodulein a givencontext. More thanonelogin modulecanbe used,in
this case,theuserneedto besuccessfullyauthenticatedby all login modules.

The login phaseitself tries to authenticatea userrepresentedby anobjectof class
Subject. Onceauthenticated,anactioncanbeperformedusingtheadditionalrights
grantedto a userby usingthestaticmethoddoAs of Subject class.Thismethodas-
sociateanauthenticateduserwith thecurrentaccesscontrolcontext. Hence,subsequent
accesscontrolcheckswill bebaseduponbothcodeanduser.

3 Architecture of a smart card based authentication

Figure1 givesanoverview of our login moduleandits environment.Thelogin module
in itself implementthe javax.security.auth.spi.LoginModule interface
in pureJava usingthe OpenCardFramework packagesto communicatewith a user’s
smartcardwhich holdshis keysandcredentials.

4 The login module

We havechosento usethelatestpublickey enabledsmartcardin theGemplusproduct
range:theGPK8000card.As cardservicesareavailablefor this card,it is far easierto
exploit theGPK8000by this meanthanby dealingwith low level ApplicationProtocol
DataUnit.

The authenticationprotocol betweenthe card and the login module is basedon
a classicalchallenge/responseexchangebasedon public key cryptography. The card
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Fig. 1. Theauthenticationarchitecture

containscda private/publicRSA key pair which is usedto sign a randomchallenge
sentby thelogin module.Thelogin verifiesthecardsignatureandif theverificationis
correct,considerstheuserasauthenticated.

For thelogin module,therearetwo remainingissues:how to associatea userwith
a public key andhow to obtainthe user’s public key. The associationbetweena user
andits public key is usuallydoneby a CertificationAuthority who issuessignedcer-
tificateswhich tie auseridentitywith its publickey. ThePublicKey Infrastructurealso
maintainsa list of revocatedcertificates.

The certificatescanbe carriedby the user’s card,or obtainedsomewhereon the
localnetwork in aLDAP directoryor in adirectorymaintainedby theCertificationAu-
thority. In any case,thelogin moduleneedsto containthepublickey of theCertification
Authority. Thiskey will beusedto verify thecertificates.

5 The environment

In additionto theabove mentionedPKI anddirectory, a tool is neededto administrate
theusersbase.This tool maintainthelist of authorizedusersandhelptheadministrator
to addandremoveusers,updatetheir rights,etc.

Thistool outputsthesecuritypolicy of theJVM, andpersonalizesor modifiesusers’
smartcard.It alsocommunicateswith thePKI andthedirectoryto obtainnew certifi-
catesfor new users,to revokecertificatesof deletedusers,etc.



6 Using JAAS

Thesmartcardlogin moduleandtheusercentricsecuritypolicy usageis demonstrated
througha publicmail accessapplication.

This applicationrunscontinuouslyon publicly accessibleterminalsallowing users
to checktheirmail insidea campusor a wideorganisation.

They authenticatethemselveswith their smartcard(potentially their smartID or-
ganizationbadge)and thenchecktheir mail. With a user-centricsecuritypolicy and
JAAS, it is notnecessaryfor theusersto log-ontheunderlyingoperatingsystem.Once
authenticated,they areauthorizedto accesstheir own files, but the accesscontroller
guarantythataccessto otherfiles is prohibited.

7 Conclusion

We have introduceda new smartcard baselogin module for JAAS and its support
environment.The checkmail applicationdemonstratesthe interestof a usercentric
securitypolicy andtestsour login module.
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