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Résumé

La technologie du “Peer-to-Peer” (P2P), ”égal-à-égal”, est une solution populaire pour les réseaux distribués. Des réseaux en P2P ont beaucoup d’avantages, mais aussi différents désavantages par rapport à l’architecture utilisée.
Un protocole P2P populaire est Gnutella. Gnutella permet de partager des fichiers, et surtout pas seulement des fichiers musicaux. 

Les solutions P2P actuelles ont différentes propriétés et problèmes en communs. Leur protocole est souvent propriétaire, les protocoles des solutions ne peuvent pas communiquer avec d’autres et ainsi de suite.
Des développeurs n’ont pas une base fondamentale pour développer leur application. Ces problèmes ont été reconnus par Sun Microsystems, qui ont démarré le Projet JXTA pour les résoudre, et pour offrir différents moyens pour de nouvelles applications.
Mots-clé

	Keyword
	Description

	Peer
	Un noeud (une machine, un processeur, un utilisateur) d’un réseau P2P.

	Peer group
	Un ensemble de peers offrant un service spécifique 

	Rendezvous peer
	Fournit à des peers des informations utilent pour découvrir d’autres peers ou des ressources de peer.

	Router peer
	Utilisé pour trouver un chemin de communication pour peers qui sont séparé par un firewall

	Pipe
	Canal de communication pour envoyer et recevoir des messages. Un pipe est asynchrone.

	Endpoint
	Une destination logique à laquelle un pipe est lié.

Exemple : AdresseIP :Port

	Advertisements
	Un document en XML qui nomme, décrits et publique l’existence de peer, peer group, de pipes ou de services

	Service
	Un service offre des fonctionnalités pouvant être utilisés par un autre peer.


Abstract

The Peer-to-Peer (P2P) technology is a popular solution for distributed networking. It enables different architectures. P2P networks have a lot of advantages, but also disadvantages.

A popular P2P protocol for file sharing is Gnutella. The protocol is implemented by different applications. The protocol allows it to share more than only music files.

The existent P2P solutions have common problems and share some properties. Their protocols are often proprietary, not interoperable with other protocols and much more. Developers of new applications have no fundamental base to develop an application. Sun Microsystems launched the Project JXTA to solve a lot of problems known by the actual solutions, and to offer different facilities to develop new applications.

Keywords

	Keyword
	Description

	Peer
	A node on a P2P network. A peer can be a processor, a process, a machine or a user

	Peer group
	Is a collection of cooperating peers providing a common set of services 

	Rendezvous peer
	Used to discover other peers and peer resources.

	Router peer
	Provides a mechanism for peers to communicate with other peers separated by a firewall

	Pipe
	A communication channel for sending and receiving messages. A pipe is asynchronous

	Endpoint
	A logical destination a pipe is bind to

Example : IPAddress:Port

	Advertisements
	an XML structured document that names, describes and published the existence of a resource, such as a peer, a peer group, a pipe, a service

	Service
	A service provides functionality that a peer can use to perform a work on a remote peer.
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1 Introduction

Peer-to-Peer (P2P) networks are very useful and powerful networks. They have different disadvantages because they are spontaneous and may be very big networks. Chapter 2 presents the P2P technology and introduces different architectures. 
An existing and widely used P2P protocol by file sharing applications is Gnutella. Gnutella has become very popular because it is possible to share different types of files, not only music files. Chapter 3 takes a brief look at Gnutella.

P2P applications can be used for different manner like file sharing, instant messaging, monitoring, and other solutions. A common problem of the solutions is their protocols are incompatible. Another problem is that developers of P2P solution have no common base to develop a system. Sun Microsystems has launched the Project JXTA to eliminate a lot of problems of the P2P applications. Project JXTA is described in chapter 4.
2 Peer-to-Peer 
2.1 Introduction

The Peer-to-peer technology can be explained in one sentence:

“Peer-to-Peer technology enables any network-aware device to provide services to another network-aware advice” [JXTA, Brendon Wilson]

A peer can be a processor, an application or a machine; it only needs to connect to a network. A peer has the possibility to play different roles. A peer is a client when it is requesting a service. It is server when it is offering or executing a service. P2P networks are spontaneous networks, the peers can connect to and disconnect from network at every moment.
2.2 Architectures


P2P gives the possibility to have different architectures for different networks:

· Centralized architecture

· Decentralized architecture

· Centralized/Decentralized architecture 

The architecture to use depends on the use case of the network.
2.2.1 Centralized architecture

The client/server model is a well known architecture. The peers have fixed roles; they are a client or a server. The centralized server is used to share the data of the network. A client needs to connect to the server to request or to send data to the server or to another client.
While the server is down, the clients get no data. Another problem are the necessary resources of the server, if the number of clients climbs then the server needs more resources. It might happen that the server cannot thread any more new clients, or even the connected clients.

Applications that are using this architecture are web servers and databases.

2.2.2 Decentralized architecture

This architecture shuns the use of a centralized server, the peers are interconnected. Every data is shared directly between the different peers of the network. The peers are acting as client and/or server. This network enables distributed responsibilities; every peer is responsible for the well function of the network. If a peer is down, the other peers can continue to work, while they get data from other peers. 
This architecture is used by the Gnutella protocol in version 0.4
2.2.3 Centralized/Decentralized architecture

The architecture has two different parts:

· a centralized part

· a decentralized part

The centralized part, a server, is used to share important data, like addresses of the peers, a list of files they are sharing. The server is called “Supernode”. The peers are organized in a decentralized manner.  They connect to the server to request information, e.g.: about files. The server returns the information about where to find the file to the requesting peer. The data exchange is done directly between peers without the use of the server.
Examples of application using this architecture are: Napster and Mirabilis ICQ

2.2.4 Advantages and disadvantages

P2P applications have different common advantages and disadvantages

Advantages

· Distributed responsibility of providing a service

· Use of different communication channels possible

· Exploitation of the available bandwidth across the network

· Extensible network

· Fault tolerant network

· High availability of data

· Distributed computation power

· Distributed storage capacity

Disadvantages
· Redundant nature of a P2P network’s structure

· Clients requesting the same information, may get
·  different responses
· no response

· Resources can disappear/appear at any time

· Distributed attacks are possible

· Security problems: no confidentiality and authentication, virus, interceptors, ...

3 Gnutella
3.1 Introduction

Gnutella is a file sharing protocol, developed by NullSoft. The protocol is used by different applications like BearShare, LimeWire, GTK Gnutella and many others.
3.2 Architecture

Gnutella specifies two versions of protocols, 0.4 and 0.6. Each version has its architecture.

In version 0.4 the architecture is decentralized. The servants (peers) of the network are directly interconnected. A file request is going through the whole Gnutella network. Responses are returned the same way the request came. The consequence is a lot of traffic.

In version 0.6 a centralized/decentralized architecture is used. Ultrapeers (Supernodes) are used as gateway to the Gnutella network. The ultrapeers are organized in a decentralized manner. Leaves are connected to the Ultrapeers in a centralized architecture. If a leaf sends a request to the Ultrapeer, the Ultrapeer decides if the request needs to be forwarded to another Ultrapeer because no leaf connected to him has the needed data or not. If an Ultrapeer is down, the leaf is connecting to another Ultrapeer. The advantage is a reduction of the traffic because requests are no more going through the whole network.

The two protocols specify messages that are sent between servants. Version 0.4 specifies 5 messages and version 0.6 uses 6.
· PING – request send to all servants to identify them

· PONG – response send by a servant after having received a PING. The response contains its IP address and the number of shared files

· QUERY – request send to all known servants to locate a set of files matching some filter criteria

· QUERYHIT – responses of a peer at QUERY with a list of files matching the filter criteria and the IP address of the file providers

· PUSH – used if servants are separated by a firewall

· BYE – (only v0.6) used by a leaf to disconnect from an Ultrapeer
The download of files is done using the http protocol. The requesting servant is sending a “get” request directly to the other servant to request a file.
4 JXTA
4.1 Introduction

Existent solutions of P2P protocols and application have common problems. They are using a proprietary protocol; the protocols are not compatible to other. If a P2P developer wants to develop a new application he needs to start by developing a new protocol. The different protocols that have been developed have common properties, every time a developer has tried to reinvent the wheel. A lot of solutions are also only available for one operating system, for Personal Computers, for Cell Phones or other.
Sun Microsystems has recognized some problems and started the Project JXTA (“juxtapose”). JXTA defines the basic fundamentals to develop a P2P application.
4.2 Objectives

JXTA defines 4 objectives for a P2P application:

· Interoperability
· Every peer is able to find or communicate with another peer on the network

· Platform independence
· Independent of the operating system

· Windows, Unix, Solaris, …

· Independent of the programming language

· C/C++, Java, Perl, ... 

· The main parts are developed in Java but it is possible to use them with another language as the protocols are using XML messages

· Independent of the transport

· Different transport protocols can be used like: TCP/IP, HTTP, Bluetooth,…

· Ubiquity
· The application is independent of the type of machine it is running on. Different types can be used like: PDA, PC, Cell phone,…

· Security
· The fundamental rules of the security : confidentiality, authentication, authorisation, integrity, refutation
4.3 Architecture

JXTA is split in 3 layers. The Core layer is implemented by every solution, the service and application layers are not necessarily a part of a solution

The Core Layer

The Core Layer provides the essential elements necessary to every P2P solution. 

The Core layer deals the peer establishment, communication-management such as routing and others. It defines a set of six protocols, necessary to a solution.

The Services Layer

The service layer provides network services. Following some implemented services:

· Searching for resources on peers

· Sharing documents from a peer

· Performing peer authentication

The Application Layer

The application layer builds on the capabilities of the service layer to provide the common P2P applications, such as instant messaging, mail, file sharing, resource sharing. 

4.4 Protocols

The JXTA core defines a set of six protocols that are shared by the applications using JXTA for the communication. The messages of the protocols are XML messages.

4.4.1 Peer Discovery Protocol (PDP)

This protocol enables a peer to find advertisements on other peers, and can be used to find any of the peer, peer groups or advertisements. It consists of two messages:

· Discover Query Message – used to discover advertisements

· Directory Responses Message – response to a Discovery Query Message
4.4.2 Peer Resolver Protocol (PRP)

The protocol helps a peer to send and receive generic queries to find or search peers, peer groups, pipes and other information. The protocol defines two types of messages:

· Resolver Query Message – sending queries

· Resolver Response Message – responses to queries

4.4.3 Rendezvous Protocol (RVP)

This protocol allows a peer to propagate a message within the scope of a peergroup. 

The rendezvous protocol defines three messages:

· Lease Request Message – requesting a connection lease to the rendezvous peer

· Lease Granted Message – used by the rendezvous peer to approve a peer’s lease request

· Lease Cancel Message – used by a peer to disconnect from the rendezvous peer.

These messages are not specially defined in XML, but in terms of message elements. They consist of a name and the contents of the elements.

4.4.4 Peer Information Protocol (PIP)

This is an optional protocol that allows a peer to monitor a remote peer and obtain information on the remote peer’s current status. It defines two messages:

· Peer Info Query Message – querying a remote peer’s status

· Peer Info Response Message – providing a peer’s status to other peers.

4.4.5 Pipe Binding Protocol (RBP)

The RBP allows a peer to bind a peer advertisement to a pipe endpoint, to receive or send from remote peer. It defines two messages:

· Pipe Binding Query Message – querying a remote peer if it has bound a pipe

· Pipe Binding Answer Message – sending responses to the query message.

4.4.6 Endpoint Routing Protocol (ERP)

This protocol allows a peer to ask a peer router for available routes for sending a message to a destination peer.  Two messages are required:

· Route Query Message – send by a peer when it wants to determine the set of peers to use to send a message to a given endpoint 

· Route Response Message – send by a peer describing a set of endpoints to use to send a message

· Endpoint Router Message – to pass the route information along with a message

5 Conclusion
P2P networks have a lot of advantages and disadvantages often due to their spontaneous nature, their redundancy. But a lot of problems are solved because P2P networks are often large networks, with a lot of resources and high availability of data. They can also help to save a lot of money if a company wants to share files between sites through the world. They don’t need to install everywhere a machine dedicated as server for the file sharing.
Gnutella shows how a P2P network can be used by a lot of people through the world, with success. Not every file sharing application has such a big number of users as Gnutella. Gnutella will still work, as long people are sharing data. Because Gnutella is not based on a centralized server like Napster; it cannot be shut down like Napster was. 

JXTA is a good solution to help the development of a new application. A developer doesn’t need to care about how he will get the data from one device to the other. His application needs to implement the core layer of JXTA at least to work. A lot of applications based on JXTA exist, and a lot of new applications will appear due to the advantages of JXTA.

6 Bibliography and References
· Brendon Wilson, « JXTA »,2000

· Introduction to P2P,  to the elements, the architectures and the protocols of JXTA

· Book available as pdf

· www.brendonwilson.com/projects/jxta/
· Sun Microsystems, « Project JXTA v2.0 Java Programmer’s Guide »,May 2003

· Explications of the elements, the architectures and the protocols of JXTA

· www.jxta.org/docs/JxtaProgGuid_v2.pdf
· Official Homepage de JXTA

· www.jxta.org
· Lots of documents about JXTA
· JXTA Technology: Creating Connected Communities, Sun Microsystems, 2004

· www.jxta.org
· Introduction to JXTA

· Sites de Gnutella

· www.gnutella.com 

· Official Homepage
· http://rfc-gnutella.sourceforge.net/
· Protocol specification of version 0.4 and 0.6
PAGE  
II
	



