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Software licensing and hardware restsrictions.

Abstarct


Troubleshootings concerning software licensing are well known. The main objective of those   techniques is to limit the number of users. Only one person or only one limited group of people can use the software. There is a wide range of solutions which attempt to solve this problem. Each technique owns its advantages and its drawbacks. Nowadays a  new similar subject is growing up. The use of some hardware must be restricted in order to prevent them for being miss-used. The most popular example of such restriction belongs to the game industry. Some games are as efficient as computers, so that manufacturers are affraid by the possibility to join the two different trades. It represents a big amount of money.


This document is a survey showing some techniques used in software licensing. It will also shows how manufacturers attempt to protect the products they have developed. 

The law


The french law protects the author of a software. It considers that the one who creates something must keep some right on its production. Nevertheless he is not the only one to have rights. The society which decides to sell the software and the end-user of this same software have both rights. In order to protect all the people, an agreement is made between all parts. Generally the author sales his rights to the society which employes him (working license agreement). The end-user license agreement defines the way the users may exploit the product. It explains the rights and obligations of the user. We can differenciate several kinds of users. The simple user is a single person who uses the software on its own computer. The network user is a network structure on which a user or a group of users can use the software. Here are two kinds of users, that is the reason why we can define two kinds of typical use of software. rights and obligations are obviously differents.


Here is a typical example of simple end-user agreement, www.nvidia.fr/object/nvidia_license_fr.html

It explains that the user musn't try to know how the software is made and musn't try to cut it into smaller part in order to reuse it. It defines how the user may install the product on a limited number (one) of computers.


In case of network user, the application of licensing is more difficult. The agreement can consider that every users must have a personnal authorization in order to use the software. Some agreements can consider that an installation represents a maximum of simultaneous users. The users are not known but the number is previously fixed. An another typical agreement considers that for each processors on which the software will be executed, an authorization is necessary.

Strategies of restriction


There are many ways to restrict the use of softwares. The most popular is the use of a product key. During or after the installation, the user is asked to enter a serial key. This key is the proof that the user has bought the software. The verification of the key is based on a mathematical algorithm. This strategy is easy to implement but is easy to crack too. The second drawbacks is that this kind of verification is only made once. An another strategy is based on activation of the product. After the installation, the user must contact a server (internet, phone call) which provides an activation number based on material informations (hash). This technique is most powerfull than the first one. The algorithm of verification considers hardware configuration. So that an activation number is dependent of the computer on which the sofware is running. Contrary to the product key, the activation number can't be given to an another user. A best kind of verification in order to ensure that the user has effectively the rights to use software, is to check it at all usage. Rights can be represented by a little hardware like dongles. The user cannot run without the dongle. At startup, the software check wether the dongle contains the informations necessary to run. The dongle meust contains several kinds of informations : serial number, executable code, time before expiration of rights and so on. Those strategies are most efficient but have the inconvenient to be more expensive. Their efficiency is based on the power of dissuasion. Hardware seems to be more difficult to fake. Unfortunately it is just an illusion : everybody can find on internet how to emulate a device.

Hardware restriction


The most popular example of hardware restriction concerns the Xbox. Its architecture is pretty much the same as a computer one. The devices that are used to make a Xbox are commonly used to make computers : a 8Gb Hard Disk Drive (Western Digital), DVD Player 5x, Ethernet 100Mbps...


The manufacturers decided to keep the trades of computers and games separated. It represents a lot of money. For being sure that the Xbox game will not be used in a computer and to be sure that only Xbox games will run on a Xbox, manufacturers protect games with a numerical key. On the Xbox, a ship check this key before allowed the game to run. Moreover the Xbox is available with a special system of exploitation. Whether this gap between the two trades wasn't there, all manufacturers would loose a lot of money.

Cost of non respect of license


All around the world software sales represent 50 billion $ for the year 2003. But the study of IDC, www.idc.com, show us that the installations of software represent approximatively 80 billion $. There are 30 billion $ lost. IDC announce that 36% of softwares that are installed all around the world are not in respect of their license agreement. In France there seems to have 45% of insatallations that are illegal.

Conclusion


The problem of licensing is well known. Society want  to protect their products from an illegal usage. They have developped several techniques which prevent users to install or enjoy sofware without having paid the rights. Unfortunately none of those techniques are perfect. All around the world, single user or enterprise don't respect license agreement. This fact implies aa big cost for the software industry. For this reason the industry of game try to protect theirs products (Xbox) from piracy. Obviously the techniques used to protect games are similar to techniques used in software protection. We can easyly imagine that the industry of games will know the same destiny as the software industry. Lots of industries try to find the best way to protect their products, but the security that they imagine (DRM, Palladium) will may be contrary to user's liberty rights...

