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Lora in the ISM bands
 channel spacing : 200kHz

• 433MHz Band

✓ Max Tx power 10dBm

• EU 863-870MHz Band
✓ Max Tx power : 20dBm, by default 14dBm
✓ Rx channels for the gateways
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7 Physical Layer 1 

7.1 EU 863-870MHz ISM Band 2 

7.1.1 EU863-870 Preamble Format 3 

The following synchronization words should be used: 4 
 5 

Modulation Sync word Preamble length 
LORA 0x34 8 symbols 
GFSK 0xC194C1 5 bytes 

Table 11: EU863-870 synch words 6 

7.1.2 EU863-870 ISM Band channel frequencies 7 

In Europe, radio spectrum allocation is the ISM band is defined by ETSI [EN300.220].  8 

The network channels can be freely attributed by the network operator. However the three 9 
following default channels must be implemented in every EU868MHz end-device. Those 10 
channels are the minimum set that all network gateways should always be listening on. 11 
 12 
Modulation Bandwidth [kHz] Channel 

Frequency 
[MHz] 

FSK 
Bitrate or 
LoRa DR 
 / Bitrate 

Nb 
Channels 

Duty 
cycle 

LoRa 125 868.10 
868.30 
868.50 

DR0 to 
DR5  

/ 0.3-5 
kbps 

3 <1% 

Table 12: EU863-870 default channels 13 

In order to access the physical medium the ETSI regulations impose some restrictions such 14 
maximum time the transmitter can be on or the maximum time a transmitter can transmit per 15 
hour.  The ETSI regulations allow the choice of using either a duty-cycle limitation or a so-16 
called Listen Before Talk Adaptive Frequency Agility (LBT AFA) transmissions 17 
management.  The current LoRaWAN specification exclusively uses duty-cycled limited 18 
transmissions to comply with the ETSI regulations. 19 

The LoRaWAN enforces a per sub-band duty-cycle limitation. Each time a frame is 20 
transmitted in a given sub-band, the time of emission and the on-air duration of the frame 21 
are recorded for this sub-band. The same sub-band cannot be used again during the next 22 
Toff seconds where: 23 

Toffୱ୳ୠୠୟ୬ୢ =  
TimeOnAir

DutyCycleୱ୳ୠୠୟ୬ୢ
− TimeOnAir 

During the unavailable time of a given sub-band, the device may still be able to transmit on 24 
another sub-band. If all sub-bands are unavailable, the device has to wait before any further 25 
transmission. The device adapts its channel hoping sequence according to the sub-band 26 
availability. 27 

Example: A device just transmitted a 0.5 s long frame on one default channel. This channel 28 
is in a sub-band allowing 1% duty-cycle. Therefore this whole sub-band (868 – 868.6) will be 29 
unavailable for 49.5 s.  30 

✓ Duty cycle is computed per sub band
✓ [LoRaWAN] All gateways listen to (up too) 8 channels in parallel

(Sx1302).
Specified to the devices when they associate
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Lora in the ISM bands
 channel spacing : 200kHz (cont.)
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EU868MHz ISM band end-devices should use the following default parameters 1 
x Default radiated transmit output power: 14 dBm 2 

EU868Mhz end-devices should be capable of operating in the 863 to 870 MHz frequency 3 
band and should feature a channel data structure to store the parameters of at least 16 4 
channels. A channel data structure corresponds to a frequency and a set of data rates 5 
usable on this frequency. 6 

The first three channels correspond to 868.1, 868.3, and 868.5 MHz / DR0 to DR5 and must 7 
be implemented in every end-device. Those default channels cannot be modified through 8 
the NewChannelReq command and guarantee a minimal common channel set between 9 
end-devices and network gateways. 10 

The following table gives the list of frequencies that should be used by end-devices to 11 
broadcast the JoinReq message. The JoinReq message transmit duty-cycle should never 12 
exceed 0.1% 13 
 14 
Modulation Bandwidth [kHz] Channel 

Frequency 
[MHz] 

FSK 
Bitrate 

or LoRa 
DR 

 / Bitrate 

Nb 
Channels 

Duty 
cycle 

 
LoRa 

125 864.10 
864.30 
864.50 
868.10 
868.30 
868.50 

DR0 – 
DR5 

 / 0.3-5 
kbps 

6 <0.1% 

Table 13: EU863-870 JoinReq Channel List 15 

7.1.3 EU863-870 Data Rate and End-point Output Power encoding 16 

The following encoding is used for Data Rate (DR) and End-point Output Power (TXPower) 17 
in the EU863-870 band: 18 
DataRate Configuration Indicative physical 

bit rate [bit/s] 
 TXPower Configuration 

0 LoRa: SF12 / 125 kHz 250  0 20 dBm (if 
supported) 

1 LoRa: SF11 / 125 kHz 440  1 14 dBm 
2 LoRa: SF10 / 125 kHz 980  2 11 dBm 
3 LoRa: SF9 / 125 kHz 1760  3 8 dBm 
4 LoRa: SF8 / 125 kHz 3125  4 5 dBm 
5 LoRa: SF7 / 125 kHz 5470  5 2 dBm 
6 LoRa: SF7 / 250 kHz 11000  6..15 RFU 
7 FSK: 50 kbps 50000    

8..15 RFU     
Table 14: Data rate and TX power table 19 

7.1.4 EU863-870 JoinAccept CFList 20 
 21 

The EU 863-870 ISM band LoRaWAN implements an optional channel frequency list 22 
(CFlist) of 16 octets in the JoinAccept  message. 23 

• Real world range : a few km NLOS, ≈ 20 km with
LOS

• Sensitivity = -140dBm (at SF12), ⇒ link budget : ≈ 150 dB
(same as for e.g. GSM)

• Payload max size : from 51 (@SF12) to 242 B (from datarate 4
and higher)
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ISM 868MHz band
 https://www.arcep.fr/uploads/tx_gsavis/19-0300.pdf

 https://www.anfr.fr/fileadmin/mediatheque/documents/tnrbf/

TNRBF_2020-03-16.pdf

Freq. Duty cycle other uses
863-865 MHz 0,1 % Cordless microphones
865-868 MHz 1% RFID – ??
868-868,6 MHz 1% (802.15.4 Sub-GHz)
868.6-868,7 MHz 1% Alarms
868,7-869,2 MHz 0.1%
869,2-869,4 MHz 0.1% Alarms
869,4-869,65 MHz 10% (GWs), 2.5% 500 mW! Sensing…
869,65-869,7 MHz 10%
869,7-870 MHz 1%  

https://www.arcep.fr/uploads/tx_gsavis/19-0300.pdf
https://www.anfr.fr/fileadmin/mediatheque/documents/tnrbf/TNRBF_2020-03-16.pdf
https://www.anfr.fr/fileadmin/mediatheque/documents/tnrbf/TNRBF_2020-03-16.pdf
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ERC Recommendation 70-03

https://docdb.cept.org/download/25c41779-cd6e/Rec7003e.pdf

Sub band Freq. (MHz) Power Duty cycle BW (MHz)
h1.4 865-868 14 dBm 1% 3
h1.5 868-868.6 14 dBm 1% 0.6
h1.6 868.7-869.2 14 dBm 0.1% 0.5
h1.7 869.4-869.65 27 dBm 10% 0.25
h1.8 869.7-870 7 dBm 100% 0.3
h1.9 869.7-870 14 dBm 1 % 0.3

Duty cycles are computed per sub-band : a device may consume 1% in
h1.5, 10% in h1.7, 1% in h1.4, during the same hour for instance

h1.5 encompasses the 3 defaults LoRaWAN channels,
h1.7 is used by the GW to respond to the devices (cf. RX2)

https://docdb.cept.org/download/25c41779-cd6e/Rec7003e.pdf
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What is a chirp ?
CSS : Chirp Spread Spectrum

• A linear frequency sweep/ramp −BW
2 < f < BW

2
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• Used by radars, bats, dolphins…
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Coding information on a chirp

• It is the start freq. offset that codes the information (line labeled
514 below)

Drawing pages of EP2449690 A1
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Examples

• Example with upchirps: SF = 2, 4 symbols: 0, 1, 2, 3
105:8 • V. Talla et al.

(a) (b) (c) (d)

Fig. 6. Four CSS symbols when spreading factor is 2.

12. This translated to 64–4096 frequencies. Backscattering all these frequencies requires either using 64–4096
oscillators or running the digital clock at a frequency of lcm(f0, f1, · · · , f4096). The �rst approach is expensive
and power consuming while the latter requires using a clock frequency of GHz, which is power consuming and
defeats the purpose of using backscatter.
Our solution. We present the �rst backscatter design that can generate CSS modulated signals. Our design uses
a backscatter switch topology which is functionality equivalent to radios but consumes three orders of magnitude
lower power [55, 65]. Speci�cally, we use a hybrid digital-analog backscatter design where we use the energy
e�cient digital domain to create a frequency plan for the continuously varying CSS signal and then map it to
the analog domain using a low-power DAC. For example, to create the second cyclic shift in Fig. 6, the digital
baseband creates the frequency plan f1, f2, f3, f0, which the analog domain uses to create the desired frequencies.

Fig. 5 shows the architecture for our backscatter design. It has the digital baseband processor, digital to analog
converter (DAC) and a voltage-controlled oscillator. The voltage-controlled oscillator (VCO) is a device that
outputs a clock with a frequency that is proportional to the input voltage. We vary the frequency output of the
oscillator by using the DAC to generate the appropriate voltages. Speci�cally, the digital baseband processor
outputs an SF bit number, where SF is the CSS spreading factor. This allows us to output 2SF voltage levels at the
output of the SF -bit DAC. The analog voltage output of the DAC controls the frequency of the VCO.
The challenge however, is that, as shown in �gs. 4(a) and 4(b), in a CSS encoded packet, the frequency of

the signal varies from a negative frequency (�BW2 ) to a positive frequency (BW2 ). A voltage-controlled oscillator
however only outputs signals at positive frequency. So, we need a mechanism to synthesize negative frequencies
using backscatter. From basic communication theory, negative frequencies essentially can be written as complex
signals. Speci�cally, the complex exponent, e j2� (±f )t can be written as cos2� f t ± jsin2� f t . Thus, generating
negative frequencies requires us to generate both the in-phase cosine signal as well as the out-of-phase sine
signal at the desired frequencies. To do this, existing solutions approximate the sine and cosine signals using the
square wave output by the VCO. This however results in out-of-band harmonics. In the next section, we describe
our harmonic cancellation mechanism.

We note that the receiver receives both the single-tone signal from the RF source as well as the backscattered
LoRa packets. Since the backscatter signal is much weaker, the single-tone creates in-band interference. To
address this, we shift the single-tone outside the desired band and transform it into out-of-band interference.
At a high level, if the RF source transmits the single-tone signal e2� fc t and the backscatter signal generates the
complex signal, e2� (�f +fLoRa )t , then the resulting backscattered RF signal is e2� ((fc+�f )+fLoRa )t . Here �f is a small
�xed o�set and fLoRa is the varying frequency corresponding to the baseband LoRa modulation. The above
equation shows that by using a small frequency o�set, �f , we can create the LoRa signals in a band centered at
fc + �f which is di�erent from that of the single tone, fc .

Proceedings of the ACM on Interactive, Mobile, Wearable and Ubiquitous Technologies, Vol. 1, No. 3, Article 105. Publication date:
September 2017.

(LoRa Backscatter: Enabling The Vision of Ubiquitous Connectivity, V. Talla et al.)

t

f
125 kHz

2SF/125 kHz
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Reception

• Multiplication of rx signal with a complex conjugate chirp (down
chirp)

e2πjt[f0+(at+b) mod BW] × e−2πjt[f0+(at) mod BW]

= e2πjt[b mod BW]

N.B. : a = BW2

2SF
→ so it takes a time 2SF

BW to sweep BW
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Reception (cont.)

• if both chirps are in sync, we get a constant, otherwise:

Drawing pages of EP2449690 A1
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FFT-based reception

• FFT after sampling at rate BW
The signal occupies a band BW, it would be pointless to sample
faster than this…

• The symbol duration is 2SF

BW → 2SF samples

• By frequency aliasing, a single frequency appears in the
FFT !
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Spread spectrum

• Spreading factors from 7 to 12 ⇔ N goes from 27 to 212,
  7 to 12 bits per symbol, 0.05 to 0.002 b/s/Hz

• The bigger the SF the longer the chirp— 33ms @ SF12.
  For LoRa, the preamble is also proportional to the
SF�� ��The actual range of spread spectrum is ≈ 20 Rb = SF× BW

2SF

• Error correcting codes R = 4
5

at SF12, PER is still low at an SNR of -20 dB

• The actual max. SF is ≈ 340 (212/12), so a transmission may
survive a collision with a node closer by a ratio of ≈

√
340
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LoRa operating SNR

Table: LoRa physical layer parameters for 125 kHz bandwidth.

SF DRj Data rate PLmax Airtime SNR limit
[b/s] [B] τj [ms] qj [dB]

7 DR5: 5469 230 102.7 -7.5
8 DR4: 3125 230 184.8 -10
9 DR3: 1758 123 328.7 -12.5
10 DR2: 977 59 616.5 -15
11 DR1: 537 59 1315 -17.5
12 DR0: 293 59 2466 -20
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Initial Synchronisation

t

f

f-BW/2

f+BW/2

N/BW

∂f, ∂t

DataPreamble

Receiver :

2 inverted chirps + 1/4 symbol

• Default preamble: 8 up-chirps + 2 up-chirps (Sync word) + 2.25
down-chirps (preamble overhead of 147 bits @SF12!; 86 bits
@SF7…)(Sync word=0x34 for public networks)

• The inverted chirps in the preamble allow to find the two
unknown variables: the transmitter frequency and the relative
time reference

• Preamble detection takes only a couple of chirps
→ short rx1 and rx2 windows for DL class A transmissions
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LoRa wireless channel

• A LoRa channel is narrower than a GSM channel (125kHz vs.
200+kHz)
Channel width is the same order of magnitude as coherence
band —maybe narrower— for a range of several km
  → changing channel changes the gain and may help, regardless
of interference matters

• The chirp slope is inverted between uplink and downlink (ipol
parameter of the GW)
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LoRa wireless channel (cont.)

125 120 115 110 105 100 95
RSSI(dB)

0

100
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y

Typical gain distribution between a device and a GW
 It varies a lot! (Rayleigh channel)(measures by T. Attia)
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LoRaWAN network

GW

GW

Network Server

App Server

App Server

App Server

LoRa / JSON / UDP SSL/TCP/IP

Concentrator

Concentrator
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LoRaWAN network (cont.)
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4 MAC Message Formats 1 

All LoRa uplink and downlink messages carry a PHY payload (Payload) starting with a 2 
single-octet MAC header (MHDR), followed by a MAC payload (MACPayload)1, and ending 3 
with a 4-octet message integrity code (MIC).  4 
 5 

 

Radio PHY layer: 6 
Preamble PHDR PHDR_CRC PHYPayload CRC* 

Figure 5: Radio PHY structure (CRC* is only available on uplink messages) 7 

PHYPayload: 8 
MHDR MACPayload MIC 

Figure 6: PHY payload structure 9 

MACPayload: 10 
FHDR FPort FRMPayload 

Figure 7: MAC payload structure 11 

FHDR: 12 
DevAddr FCtrl FCnt FOpts 

Figure 8: Frame header structure 13 

 
Figure 9: LoRa message format elements 14 

4.1 MAC Layer (PHYPayload) 15 
 16 

Size (bytes) 1 1..M 4 
PHYPayload MHDR MACPayload MIC 

 17 

The maximum length (M) of the MACPayload field is region specific and is specified in 18 
Chapter 6. 19 

4.2 MAC Header (MHDR field) 20 
 21 

Bit# 7..5 4..2 1..0 
MHDR bits MType RFU Major 

  22 

The MAC header specifies the message type (MType) and according to which major version 23 
(Major) of the frame format of the LoRaWAN layer specification the frame has been 24 
encoded. 25 

                                                
1 Maximum payload size is detailed in the Chapter 6. 

4B1B …

4B 1B 2B 0…15B

0 or 1B …
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LoRaWAN network (cont.)

• The frames only carry a single address, the source (or
destination) device address

• Application demultiplexing : “FPort” (0: pure MAC command)

• Piggybacking of MAC commands (power, data rate, channels,
device state, rx delay1 … )

• The network server will typically get several copies of the same
frame, received by different GWs (de-duplicated thanks to the
frame seq. number)

The net. server selects the best GW for a reply (if applicable)

• In the core network, frames are forwarded with quite a bit of
ancillary data (reception power, timestamp…)

1RX2 is always 1 s behind RX1
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LoRaWAN Transmissions
• Class A (All devices)

✓ Exchange always initiated by the device   Aloha access
✓ 2 rx windows follow the transmission

  at +1 s (same channel as TX) and +2 s (channel and SF fixed in
advance)
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 1 
Figure 4: End-device receive slot timing. 2 

3.3.1 First receive window channel, data rate, and start 3 

The first receive window RX1 uses the same frequency channel as the uplink and a data 4 
rate that is a function of the data rate used for the uplink. RX1 opens RECEIVE_DELAY11 5 
seconds (+/- 20 microseconds) after the end of the uplink modulation. The relationship 6 
between uplink and RX1 slot downlink data rate is region specific and detailed in the Section 7 
7. By default the first receive window datarate is identical to the datarate of the last uplink. 8 

3.3.2 Second receive window channel, data rate, and start 9 

The second receive window RX2 uses a fixed configurable frequency and data rate and 10 
opens RECEIVE_DELAY21 seconds (+/- 20 microseconds) after the end of the uplink 11 
modulation. The frequency and data rate used can be modified through MAC commands 12 
(see Section 5).The default frequency and data rate to use are region specific and detailed 13 
in the Section 7 . 14 

3.3.3 Receive window duration 15 

The length of a receive window must be at least the time required by the end-device‘s radio 16 
transceiver to effectively detect a downlink preamble.  17 

3.3.4 Receiver activity during the receive windows 18 

If a preamble is detected during one of the receive windows, the radio receiver stays active 19 
until the downlink frame is demodulated. If a frame was detected and subsequently 20 
demodulated during the first receive window and the frame was intended for this end-device 21 
after address and MIC (message integrity code) checks, the end-device does not open the 22 
second receive window. 23 

3.3.5 Network sending a message to an end-device 24 

If the network intends to transmit a downlink to an end-device, it will always initiate the 25 
transmission precisely at the beginning of one of those two receive windows.  26 

                                                
1 RECEIVE_DELAY1 and RECEIVE_DELAY2 are described in Chapter 6. 

By default : RX2 at 869.525 MHz (center of h1.7), DR0 (SF12,
125 kHz)

✓ Each frame carries the Confirmed bit: (expecting and ACK) or
unconfirmed

• Class B : Beacons The devices listen periodically to beacons. Regular downlink
slots are defined relative to the beacon

• class C : Continuous reception
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Localization

• The observed times of arrival at several GWs allow to compute
the differences between them (Time Difference of Arrival
TDoA)

• The node is at the intersection of as many ellipses as there are
pairs of receivers (4 GWs → 6 ellipses)

• Common time reference from GPS at the GWs

• The raw time resolution is 1/BW… With spread spectrum,
spatial resolution is # C

BW 2SF
= 19m (9m @ 250 kHz)

• Precision grows with the number of GWs
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A few remarks

• A GW can receive several SF simultaneously (≈ 30 dB
rejection)2.

• It needs as many reception circuits as there are SFxFreq pairs
✓ 64 packet detectors in parallel (SF5-12 × 8 channels)
✓ 16 packet receivers

• But no reception while transmitting! (Half duplex)

• Localization is a by product of PHY initial sync.
• Cell breathing

✓ Having more GWs allows to:
▶ Lower the SF for closer devices
▶ lower the transmission power

2C. Goursaud & J.M. Gorce : “Dedicated networks for IoT : PHY / MAC state of
the art and challenges”
-8 to -25 dB according to Croce et al.:
‘Impact of LoRa Imperfect Orthogonality…”
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The Things Network frequency bands
EU863-870

Uplink:�
�

�
�

• 868.1 - SF7BW125 to SF12BW125

• 868.3 - SF7BW125 to SF12BW125 and SF7BW250

• 868.5 - SF7BW125 to SF12BW125
h1.5#

"

 

!

• 867.1 - SF7BW125 to SF12BW125

• 867.3 - SF7BW125 to SF12BW125

• 867.5 - SF7BW125 to SF12BW125

• 867.7 - SF7BW125 to SF12BW125

• 867.9 - SF7BW125 to SF12BW125
h1.4

• 868.8 - FSK — h1.6

Downlink:

• Uplink channels 1-9 (RX1)

• 869.525 - SF9BW125 (RX2 downlink only) — h1.7
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Frame sizes

• Depends on SF : 59B payload at SF12 — SF10, 123 at SF9, 250
at SF8 and SF7…

• 51B @ SF12 → 1,3 s of continuous transmission! (and 2.8s for
the entire frame)(⇒ pause of 4.6mn before the next
transmission in the same band)
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Activation

• ABP — Activation By Personalization

• OTAA — Over-The-Air Activation
✓ DevAddr allocation: the DevAddr is composed of 7 bits of

Network ID and then a device-specific addr. (The DevAddr is
assigned by the guest network. The real / immutable device
identifiers are its NetEUI and AppEUI, which are stored in the
device)

✓ Computation of the session keys: AppSKey, NetSKey, from the
AppKey (128 bits) stored in the device
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OTAA — Over-The-Air Activation (v1.0)

circuitcellar.com 67

CO
LU

M
NS

The last solution is to rely on a LoRaWAN 
network operator, which take care of the 
gateways and network server for you. 
Just design a device and its corresponding 
application server, pay the network provider, 
and ship your products! Several country-wide 
LoRaWAN networks are currently installed 
all over the globe by companies like Orange, 
KPN, Proximus, Bouygues Telecom, Senet, 
Tata, Lace, and Telstra. Subscription costs are 
not public, but you can expect to pay a couple 
of dollars per device per year. However, you 
likely can’t buy a subscription to such a 
network for just one or two devices, as large 
projects (and large customers) have highest 
priority.

WHAT’S NEXT?
No one can be sure if LoRaWAN will be the 

technology of choice for the Internet of Things 
(IoT) applications for decades to come, but 
it definitely has momentum. Country-wide 
networks are installed by large operators, and 
plenty of startups are developing innovative 
devices for them. Private LoRaWAN networks 
are also nice solutions for plenty of applications 
like “smart cities” and warehouses. Moreover, 
by the end of 2016, the LoRaWAN protocol will 
support some new and sexy features. The 
first will be roaming—meaning, the possibility 
to automatically move from network provider 
to network provider. The other expected and 
great evolution is localization. In a nutshell, 
a new gateway architecture will enable the 
locating of any device, just by measuring the 
time difference of an RF message’s arrival 
between three or more gateways. Accuracy 
is unknown and won’t compete with GPS, 
especially in urban conditions, but 10 to 100 
m seems reasonable. Never the less, even 
100 m will be sufficient for a large number of 
applications, especially as this would involve 
no extra costs. 

To be honest, this solution has also some 
issues. Network capacity could be a problem 
because the ISM frequency bands are over-
crowed and low bit rates are used. ADR 
could help, but will it be enough? For public 
networks, costs aren’t too clear either. Lastly, 
other competing technologies are numerous 
(e.g., NB-IoT, LTE-M, Sigfox, and Ingenu). Who 
will win the IoT game? 

So, stay tuned, and don’t hesitate to 
experiment. LoRaWAN evaluation kits are 
available from plenty on companies (e.g., 
Microchip Technology), so you can run your 
own tests!  

End nodes Network
server

Application
server

Concentrator /
gateway

Pet tracking

Smoke alarm

Water meter

Trash container
Vending
machine

LoRa RF
LoRaMAC

TCP/IP SSL
LoRaMAC

TCP/IP SSL
Secure payload

AES Authentication (network session key)
AES Secure payload encryption (application session key)

Gas monitoring

3G /
Ethernet
backhaul

FIGURE 6
Security requires two ciphering keys and a device network address. These parameters can be automatically 
transferred to the device when it joins the network through OTAA.

FIGURE 5
Two levels of security are included 
in LoRaWAN: authentication between 
devices and a network server, and 
end-to-end ciphering between a 
device and an application server.

DevEUI

AppEUI

AppKey

DevAddr

NetSKey

NetSKey

AppSKey

AppSKey
Application payload

End-device application
session key

AES128
Encryption

AES128
Signature

Encryption payload MIC(*)

OTAA

DevAddr FCnt

End-device network
session key

• Device sends Join Request (AppEUI, DevEUI, DevNonce),
signed with
✓ mac=aes128_cmac(AppKey, MHDR | AppEUI | DevEUI |

DevNonce)
✓ MIC = mac[0..3]

(Rx1 receive delay is 5 s for a join request)
• Network server derives session keys:

✓ NwkSKey = aes128_encrypt(AppKey, 0x01 | AppNonce | NetID
| DevNonce | pad16)

✓ AppSKey = aes128_encrypt(AppKey, 0x02 | AppNonce | NetID
| DevNonce | pad16)
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OTAA — Over-The-Air Activation (v1.0)
(cont.)

• Device authenticates and decrypts Join Accept: AppNonce,
NetID, DevAddr

• Device derives (generated at each rejoin):
✓ Network Session Key (NwkSKey), Application Session Key

(AppSKey)



LoRa — 28

Example ABP in TTN

• Register my-device

AppEUI=70B3D57EF000002E AppID=hello-world

INFO Generating random DevEUI...

INFO Generating random AppKey...

INFO Registered device

AppEUI=70B3D57EF000002E AppID=hello-world

AppKey=2593946DADA09D86E36E4A4DD3AC632D

DevEUI=00995D884BEBBAB9 DevID=my-device

• Personalize my-device

INFO Generating random NwkSKey...

INFO Generating random AppSKey...

INFO Requesting DevAddr for device...

INFO Personalized device AppID=hello-world

AppSKey=48F41F0491B23C804AEB9826162EB9AD

DevAddr=160115EB DevID=my-device

NwkSKey=D7A883537558946974B8DE31D4671617
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OTAA — Over-The-Air Activation (v1.1)

NwkKey

AppKey
+ DevNonce

DevAddrJoin request
Join accept

JoinEUI

DevEUI

+ JoinNonce

FNwkSIntKey

SNwkSIntKey

NwkSEncKey

AppSKey

• AppSKey = aes128_encrypt(AppKey, 0x02 | JoinNonce | JoinEUI
| DevNonce | pad16)

• FNwkSIntKey = aes128_encrypt(NwkKey, 0x01 | JoinNonce
| JoinEUI | DevNonce | pad16)

SNwkSIntKey = aes128_encrypt(NwkKey, 0x03 | JoinNonce |
…
NwkSEncKey = aes128_encrypt(NwkKey, 0x04 | JoinNonce | …
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OTAA — Over-The-Air Activation (v1.1)
(cont.)

• MIC value of Join accept:
cmac = aes128_cmac(JSIntKey, JoinReqType | JoinEUI |
DevNonce | MHDR | JoinNonce | NetID | DevAddr |
DLSettings | RxDelay | CFList )
MIC = cmac[0..3]�� ��The Network operator has no access to application data
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Session keys

• Application session key (AppSKey)

• Forwarding Network session integrity key (FNwkSIntKey)
for calculating (part of) MIC of UL frames

• Serving Network session integrity key (SNwkSIntKey)
for computing the MIC of DL messages and half of uplink MIC

• Network session encryption key (NwkSEncKey)
(en|de)crypt uplink & downlink MAC commands
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LoRaWAN Roaming

 LoRaWAN Backend Interfaces 
 

©2017 LoRa Alliance™ Page 8 of 75 The authors reserve the right to change 
specifications without notice. 

 

3 Network Reference Model 1 
 2 
Figure 1 and Figure 2 show the Network Reference Model (NRM) for the LoRaWAN 3 
architecture.  4 
 5 

 6 
Figure 1 LoRaWAN Network Reference Model (NRM), End-Device at home 7 

 8 

 9 
Figure 2 LoRaWAN Network Reference Model (NRM), roaming End-Device 10 

 11 
End-Device:  12 
 13 
The End-Device is a sensor or an actuator. The End-Device is wirelessly connected to a 14 
LoRaWAN network through Radio Gateways. The application layer of the End-Device is 15 
connected to a specific Application Server in the cloud. All application layer payloads of this 16 
End-Device are routed to its corresponding Application Server. 17 
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Server 

Join Server 
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Network Server 
(serving) 

Network Server 
(forwarding) 

Radio 
Gateway 

hNS-sNS 

vNS-JS 

fNS-sNS 

Radio 
Gateway 

vNS-JS 

the forwarding NS only conveys frames between GWs and the serving NS
 When not roaming, there is only one NS!
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MAC Commands

• MAC Commands:
✓ LinkCheckReq, LinkCheckAns: connectivity check
✓ LinkADRReq, LinkADRAns: implement ADR (Adaptive Bit Rate)
✓ DutyCycleReq, DutyCycleAns: update device DC

RXParamSetupReq, RXParamSetupAns: change RX window
✓ DevStatusReq, DevStatusAns: get dev. status like battery
✓ NewChannelReq, NewChannelAns: channel update
✓ RXTimingSetupReq, RXTimingSetupAns: change RX window
✓ (v1.1) RekeyInd, RekeyConf: Rekey commands

• Set power, SF, data rate, channels, device state, RX delay3

• FPort: kind of Application ID (0: pure MAC command to/from
Network Server, otherwise: pass to the application layer)

• Commands sent in a separate data frame in the FRMPayload
(FPort field set to 0) or piggybacked in FOpts

3RX2 is always 1 s behind RX1
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ADRAdaptive Data Rate (ADR) mechanism!
Spreading	Factor	 SNR	limit	

7	 -7.5	

8	 -10	

9	 -12.5	

10	 -15	

11	 -17.5	

12	 -20	

Received packets


SF = 12

MaxSNR = -10 dB


Can increase rate to SF10:

-10 dB (SNR) - 5 dB (margin)

= -15 dB


Link ADR request: SF10


43	• If ADR bit is set, the network controls data rate through MAC
commands

• Network server estimates SNR of last 20 packets (long!),
chooses suitable data rate, SF, and TP

• Sends the parameters in LinkADRReq
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ADR (cont.)

• After ADR_ACK_LIMIT frames with no downlink response, the
devices asks to hear from the network by setting the
ADRACKReq bit in the frame header.

• The network then has ADR_ACK_DELAY frames to reply�



�
	Connectivity problem?

Try to regain connectivity!!

• Each time ADR_ACK_DELAY frames pass with no answer, first
increment Tx power. When max power is reached, then
increment SF.
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l5
l4
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l1

SF9

SF7
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l2
l0

SF12
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LoRa: Aloha access with physical capture
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Lora transmissions over a Rayleigh channel, short range: Random
gain variations often allow to capture one of the colliding frames
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Example of SF allocation vs range

450 nodes, 7.5 km range
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