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1. Initiate call 2. incoming call 
3. Accept call 4. Call connected 

5. Data flow begins 6. Receive data 
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128.178.1.1 

128.178.1.2 

128.178.1.3 

128.178.1.4 128.178.2.9 

128.178.2.2 

128.178.2.1 

128.178.3.2 128.178.3.1 

128.178.3.27 

  128.1.1.1  =  10000000 00000001 00000001 00000001 

128 1 1 1 

32 bits 

interface1 interface2 

interface3 
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128.178.1.1 

128.178.1.2 

128.178.1.3 

128.178.1.4 128.178.2.9 

128.178.2.2 

128.178.2.1 

128.178.3.2 128.178.3.1 

128.178.3.27 

network consisting of 3 IP networks 
(for IP addresses starting with 128,  
first 24 bits are network address) 

LAN 128.178.3 

Network 128.178.0.0 
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129.132 
66.46 

129.132.100.12 

lrcsuns 

128.178.156.24 
08:00:20:71:0D:D4 

lrcpc3 

128.178.156.7 
00:00:C0:B8:C2:8D 

in-inr 

128.178.156.1 
00:00:0C:02:78:36 

128.178.79.1 
00:00:0C:17:32:96 

ed2-in 

182.1 
in-inj 

128.178.182.3 
182.5 

128.178.100.3 

LRC 

15.221 

Ring SIDI SUN 

DI 

ed0-swi 

15.13 128.178.100.12 

128.178.84.1 

ed0-ext  EPFL-Backbone 

sic500cs 

128.178.84.130 

Modem 
+ PPP 

disun3 

128.178.79.9 
08:00:20:20:46:2E 

128.178.84.133 

stisun1 
15.7 

128.178.47.5 

128.178.47.3 

Switch 

ezci7-ethz-switch 

129.132.35.1 

130.59.x.x 

ed2-el 

128.178.29.64 
08:00:07:01:a2:a5 

LEMA 

128.178.156.23 
08:00:07:01:a2:a5 

ezci7-ethz-switch 

Komsys 

 ETHZ-Backbone 

129.132.100.27 

lrcmac4 

lrcmac4 
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Examples:  128.178.x.x = EPFL host; 129.132.x.x = ETHZ host 
  9.x.x.x = IBM host         18.x.x.x = MIT host 

Class Range 

A 
B 
C 
D 
E 

  0.0.0.0 to!127.255.255.255 
128.0.0.0 to 191.255.255.255 
192.0.0.0 to 223.255.255.255 
224.0.0.0 to 239.255.255.255 
240.0.0.0 to 247.255.255.255 

0 Net Id 

0!1!2!3…!!8  16   24   31 

10 Net Id 

110 Net Id 

1110 Multicast address 

11110 Reserved 

Subnet Id 

Host Id 

Host Id 

class A 

class B 

class C 

class D 

class E 

Host Id 

Subnet Id 
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1. ! 0.0.0.0         this host, on this network 
2. ! 0.hostId          specified host on this net 
                             (initialization phase) 
3. ! 255.255.255.255    limited broadcast 
                             (not forwarded by routers) 
4. subnetId.all 1’s     broadcast on this subnet 
5. subnetId.all 0’s    BSD used it for broadcast    

          on this subnet (obsolate) 
6. 127.x.x.x          loopback 

7. 10/8           reserved networks for 
   172.16/12            internal use (Intranet) 
   192.168/16 

#! 1,2: source IP@ only;  3,4,5: destination IP@ only 
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MJPC(
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1100 1001 0000 1010 0000 0000 0000 0000 

1100 1001 0000 1010 0000 0111 1111 1111 

201 

201 

10 

10 

0 

7 255 

0 

2048 addresses 

21 11 

201.10.0.0/21:  201.10.0.0 - 201.10.0.255 
               201.10.1.0 - 201.10.1.255 
                         ... 
               201.10.7.0 - 201.10.7.255 

1 C class network: 256 addresses 
256 ! 8 = 2048 addresses 
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"! f(6..&"))")(
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"! %3/9(h(6..&"))")(,63(8"(;)".(2%&(1%)#)(
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1100 1001 0000 1010 0000 0000 0000 0000 

1100 1001 0000 1010 0000 0000 0000 0111 

201 

201 

10 

10 

0 

0 7 

0 

8 addresses 
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1100 1001 0000 1010 0000 0000 0000 0000 

1100 1001 0000 1010 0000 0000 0000 1111 

201 

201 

10 

10 

0 

0 15 

0 

16 addresses 

28 4 
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194.167.0.0/16 

Internet Service
 Provider SovKom 

Java Business Solutions AG 

Tango SA 

194.167.41.0/24 

194.167.42.0/23 

TW6-7/"((
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switch 

   ?      ?   

   ?   

   ?   switch host A 

192.44.78.254 

   ?   

192.44.77.254 192.44.77.2 __.__.__.1 

__.__.__.__ 

187.44.__.__ __.__.__.__ 

__.__.__.253 

#! Can host A have this address? 
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switch 

host Y router 

host X 

router switch host A 

192.44.78.254 

host Z 

192.44.77.254 192.44.78.2 192.44.77.1 

187.44.1.2 

187.44.1.1 187.44.1.254 

192.44.78.253 

#! Host A is on subnetwork 192.44.78  

JF(F&+3,+7/")(

!!Q%-%4"3"%;)(6..&"))+34(
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$+#1%;#(&%;#"&)(

"!8"#$""3();83"#$%&'):(%3"(%&()"*"&6/(&%;#"&)(6&"(;)".(

"!6();83"#$%&'(U(6(,%//",#+%3(%2()9)#"-)($+#1(6(
,%--%3(7&"2+W(
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JF(76,'"#(2%&$6&.+34(6/4%&+#1-(
!!C;/"(2%&()"3.+34(76,'"#)(<1%)#)A(&%;#"&)I(

"!+2(#1"(.")#+36#+%3(JF(6..&"))(16)(#1"()6-"(7&"2+W(6)(%3"(
%2(-9(+3#"&26,")A()"3.(.+&",#/9(#%(#16#(+3#"&26,"(

"!%#1"&$+)"()"3.(#%(6(&%;#"&(6)(4+*"3(89(#1"(JF(&%;#+34(
#68/"(

33 

destination@ subnetMask nextHop 

DEFAULT 128.178.156.1 

At lrcsuns:  Next Hop Table 

IP subnetMask 

128.178.156.24 255.255.255.0 

Physical Interface Tables 

destination@ subnetMask nextHop 

128.178.156.0 
DEFAULT 

255.255.255.0 
128.178.182.5 
128.178.182.1 

At in-inj:  Next Hop Table 

IP subnetMask 

128.178.79.1 
128.178.182.3 

255.255.255.0 
255.255.255.0 

Physical Interface Tables 

TW6-7/"((

34 

129.132 
66.46 

129.132.100.12 

lrcsuns 

128.178.156.24 
08:00:20:71:0D:D4 

lrcpc3 

128.178.156.7 
00:00:C0:B8:C2:8D 

in-inr 

128.178.156.1 
00:00:0C:02:78:36 

128.178.79.1 
00:00:0C:17:32:96 

ed2-in 

182.1 
in-inj 

128.178.182.3 
182.5 

128.178.100.3 

LRC 

15.221 

Ring SIDI SUN 

DI 

ed0-swi 

15.13 128.178.100.12 

128.178.84.1 

ed0-ext  EPFL-Backbone 

sic500cs 

128.178.84.130 

Modem 
+ PPP 

disun3 

128.178.79.9 
08:00:20:20:46:2E 

128.178.84.133 

stisun1 
15.7 

128.178.47.5 

128.178.47.3 

Switch 

ezci7-ethz-switch 

129.132.35.1 

130.59.x.x 

ed2-el 

128.178.29.64 
08:00:07:01:a2:a5 

LEMA 

128.178.156.23 
08:00:07:01:a2:a5 

ezci7-ethz-switch 

Komsys 

 ETHZ-Backbone 

129.132.100.27 

lrcmac4 

lrcmac4 

JF(76,'"#(2%&$6&.+34(6/4%&+#1-(
.")#D..&(U(76,'"#(.")#>(6..&"))A(.")#+36#+%3D..&(U(6..&"))(+3(&%;#+34(#68/"(

H*0",3:(6(F%0#,&%@#"("W+)#)(2%&(.")#D..&(
( 2%&("*"&9("3#&9(+3(&%;#+34(#68/"((

( (+2(<.")#+36#+%3D..&(U(.")#D..&I((

( (#1"3()"3.(#%(3"W#Q%7(JF6..&V(/"6*"(

H*0",4:(.")#D..&(+)(%3(6(/.&"-#)+,-%!!"-#"/,!"#$%&'(<U(%35/+3'I:(
( 2%&("*"&9(719)+,6/(+3#"&26,"(JF(6..&"))(D(63.();83"#(-6)'(HE(

( (+2<D(d(HE(U(.")#D..&(d(HEI((

( (#1"3()"3.(.+&",#/9(#%(.")#D..&V(/"6*" ((

H*0",G:(6(!"#$%&',&%@#"("W+)#)(2%&(.")#D..&( ((
( 2%&("*"&9("3#&9(+3(&%;#+34(#68/"(63.();83"#(-6)'(HE(

( (+2(<.")#+36#+%3D..&(d(HE(U(.")#D..&(d(HEI((

( (#1"3()"3.(#%(3"W#Q%7(JF(6..&V(/"6*"(

H*0",;:(;)"(/"I*@)#,&%@#" ((
( 2%&("*"&9("3#&9(+3(&%;#+34(#68/"((

( (+2(<.")#+36#+%3D..&UPTBDcG0I((#1"3()"3.(#%(3"W#Q%7(JF6..&V(/"6*"(
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n"##+34(6(.6#64&6-(2&%-()%;&,"(#%(.")#>(

JF(.6#64&6-:((
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128.178.1.1 

128.178.1.2 

128.178.1.3 

128.178.1.4 128.178.2.9 

128.178.2.2 

128.178.2.1 

128.178.3.2 128.178.3.1 

128.178.3.27 

A 

B 

E 

misc 
fields 

source 
IP addr 

dest 
IP addr data 

$! datagram remains
 unchanged, as it travels
 source to destination 

$! addr fields of interest here 

routing table in A 

Dest. Net.           next router        Nhops 

128.178.1                             1 

128.178.2  128.178.1.4        2 

128.178.3  128.178.1.4        2 

  default     128.178.1.4 

to Internet 



n"##+34(6(.6#64&6-(2&%-()%;&,"(#%(

.")#>:()6-"();83"#$%&'(

!!H#6&#+34(6#(DA(4+*"3(JF(
.6#64&6-(6..&"))".(#%(a:(

!!/%%'(;7(3"#>(6..&"))(%2(a(

!!2+3.(a(+)(%3()6-"(3"#>(6)(D(

!!/+3'(/69"&($+//()"3.(
.6#64&6-(.+&",#/9(#%(a(
+3)+."(/+3'5/69"&(2&6-"(
"!a(63.(D(6&"(.+&",#/9(

,%33",#".(

37 

128.178.1.1 

128.178.1.2 

128.178.1.3 

128.178.1.4 128.178.2.9 

128.178.2.2 

128.178.2.1 

128.178.3.2 128.178.3.1 

128.178.3.27 

A 

B 

E 

Dest. Net.   next router     Nhops 

128.178.1                             1 
128.178.2  128.178.1.4        2 

128.178.3  128.178.1.4        2 

misc 
fields 

128.178.1.1 128.178.1.3   data 

 P 

 P 

 P 
 P 

  default      128.178.1.4 

to Internet 

n"##+34(6(.6#64&6-(2&%-()%;&,"(#%(.")#>:(

.+22"&"3#();83"#$%&')(
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128.178.1.1 

128.178.1.2 

128.178.1.3 

128.178.1.4 128.178.2.9 

128.178.2.2 

128.178.2.1 

128.178.3.2 128.178.3.1 

128.178.3.27 

A 

B 

E 

Starting at A, dest. E: 

$! look up network address of E 

$! E on different network 

$! A, E not directly attached 

$! routing table: next hop router to
 E is 128.178.1.4  

$! link layer sends datagram to
 router 128.178.1.4 inside link
-layer frame 

$! datagram arrives at 128.178.1.4  

$! continued….. 

Dest. Net.   next router     Nhops 

128.178.1                             1 
128.178.2  128.178.1.4        2 

128.178.3  128.178.1.4        2 

misc 
fields 

128.178.1.1 128.178.2.3   data 

 P 

 P 

 P 
  default     128.178.1.4 

to Internet 

n"##+34(6(.6#64&6-(2&%-()%;&,"(#%(.")#>:(

.+22"&"3#();83"#$%&')(
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128.178.1.1 

128.178.1.2 

128.178.1.3 

128.178.1.4 128.178.2.9 

128.178.2.2 

128.178.2.1 

128.178.3.2 128.178.3.1 

128.178.3.27 

A 

B 

E 

Arriving at 128.178.1.4,
 destined for 128.178.2.2 

$! look up network address of E 

$! E on same network as router’s

 interface 128.178.2.9  

$! router, E directly attached 

$! link layer sends datagram to
 128.178.2.2 inside link-layer frame

 via interface 128.178.2.9  
$! datagram arrives at 128.178.2.2!!!

 (hooray!) 

  network   router  Nhops  interface 

128.178.1         -          1     128.178.1.4  
128.178.2         -          1     128.178.2.9 

128.178.3         -          1     128.178.3.27 

    Dest.      next 
misc 

fields 
128.178.1.1 128.178.2.3   data 

 P 

 P 

 P 

 P 

  default      xx xx 

JF(.6#64&6-(2%&-6#(
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ver length 

32 bits 

data  
(variable length, 
typically a TCP  

or UDP segment) 

16-bit identifier 

Internet 
 checksum 

time to 
live 

32 bit source IP address 

IP protocol version 

number 

header length 

 (bytes) 

max number 

remaining hops 
(decremented at  

each router) 

for 

fragmentation/ 
reassembly 

total datagram 

length (bytes) 

upper layer protocol 

to deliver payload to 

head. 
len 

type of 
service 

“type” of data  flgs 
fragment 
 offset 

upper 
 layer 

32 bit destination IP address 

Options (if any) E.g. timestamp, 

record route 
taken, specify 

list of routers  
to visit. 

JF(1"6."&(

!!N"&)+%3((
"! JF*`A(2;#;&"(JF*h(

!!Q"6."&()+b"(
"!%7#+%3)(5(*6&+68/"()+b"(

"! +3(X?(8+#($%&.)(

!!097"(%2()"&*+,"(
"!7&+%&+#9(:([(5(3%&-6/A(g(5(,%3#&%/(76,'"#)(

"!)1%&#(."/69(<#"/3"#IA(1+41(#1&%;417;#(<2#7IA(1+41(&"/+68+/+#9(
<H!EFIA(/%$(,%)#(<!!0FI(

!!C"."2+3".(+3(P+22H"&*(<P+22"&"3#+6#".(H"&*+,")I(
"!Z(89#"(,%."7%+3#(."#"&-+3+34(o%H(,/6))(

•! TW7".+#".(B%&$6&.+34(<TBI(5(-+3+-+b"(."/69(63.(p+##"&(
•! D));&".(B%&$6&.+34(<DBI(5(2%;&(,/6))")(63.(#1&""(.&%757&","."3,")(
<Z?(,%."7%+3#)I(
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JF(1"6."&(

!!F6,'"#()+b"(

"!+3(89#")(+3,/;.+34(1"6."&(

"!qU(h`(\89#")V(/+-+#".(+3(7&6,#+,"(89(/+3'5/"*"/(E0c(

<E6W+-;-(0&63)-+))+%3(c3+#I(

!!J.((

"!;3+L;"(+."3#+2+"&(2%&(&"56))"-8/+34(

!!B/64)(

"!E(:(-%&"(V()"#(+3(2&64-"3#)(

"!B(:(7&%1+8+#)(2&64-"3#6#+%3(

42 



JF(1"6."&(

!!O22)"#(
"!7%)+#+%3(%2(6(2&64-"3#(+3(-;/#+7/")(%2(f(89#")(

!!00G(<0+-"5#%5/+*"I(
"!+3()",%3.)(

"!3%$:(3;-8"&(%2(1%7)(

"!&%;#"&(:(55A(+2([A(.&%7(<)"3.(JMEF(76,'"#(#%()%;&,"I(

!!F&%#%,%/((
"!+."3#+2+"&(%2(7&%#%,%/(<Z(5(JMEFA(h(5(0MFA(Zg(5(cPFI((

!!M1",');-(
"!%3/9(%3(#1"(1"6."&(

"!C",%-7;#".(7"&(1%7(
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JF(1"6."&(

!!O7#+%3)(

"!)#&+,#()%;&,"(&%;#+34((

•! 6//(&%;#"&)(

"!/%%)"()%;&,"(&%;#+34((

•! )%-"(&%;#"&)((

"!&",%&.(&%;#"(

"!#+-")#6-7(&%;#"(

"!&%;#"&(6/"&#(

•! ;)".(89(JnEF(%&(CHNF(2%&(7&%,"))+34(6(76,'"#((
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M%32+4;&6#+%3(%2(6(c3+W(1%)#(

/usr/etc/ifconfig interface [ address_family ] 

   [ address [ dest_address ] ] [ netmask mask ] 

   [ broadcast address ] [ up ] [ down ] [ trailers ] 

   [ -trailers ] [ arp ] [ -arp ] [ private ] 

   [ -private ] [ metric n ] [ auto-revarp ] 

host-1# ifconfig le0 192.44.77.81 255.255.255.128  

host-1# ifconfig -a   

le0: flags=863<UP,BROADCAST,NOTRAILERS,RUNNING> 

  inet 192.44.77.81 netmask ffffff80 broadcast 192.44.77.0 

  ether 8:0:20:1c:74:84  

lo0: flags=849<UP,LOOPBACK,RUNNING> 

  inet 127.0.0.1 netmask ff000000  

45 

TW6-7/"(+3#"&,%33",#+%3((
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switch 

host-2 router-1 

host-1 

192.44.77.81 

192.44.77.77 192.44.77.2 

192.44.78.253 

rest of the 
network 

192.108.119.1 

host-3 

192.108.119.16 

host-4 

192.44.77.129 

192.44.77.252 

C%;#+34(#68/")(

host-1 (192.44.77.81) : 

>netstat -n -r 

Routing tables 

Destination      Gateway       Flags    Refcnt Use  Interface 

192.108.119.16   192.44.77.77  UGHD     1      1683   le0 

127.0.0.1        127.0.0.1     UH       2      12971  lo0 

default          192.44.77.2   UG       3      16977  le0 

192.44.77.0      192.44.77.81  U        13     5780   le0 

U - up 

G - gateway (next router) 

H - host route 

D - route from ICMP Redirect 

47 

C%;#+34(#68/")(

host-2 (192.44.77.77) : 

>rsh host-2 netstat -n -r  

Routing tables 

Destination    Gateway        Flags  Refcnt  Use     Interface 

127.0.0.1      127.0.0.1      UH     3       351344    lo0 

default        192.44.77.2    UG     3       17388997  le0 

192.44.77.128  192.44.77.252  U      26      504768    le2 

192.44.77.0    192.44.77.77   U      24      10702069  le0 

192.108.119.0  192.108.119.1  U      2       249777    le1 

48 



E%.+29+34(&%;#+34(#68/")(

/usr/etc/route [ -fn ] add|delete [ host|net ] 
destination [gateway [ metric ] ] 

host-1# netstat -r 

Routing tables 

Destination    Gateway     Flags    Refcnt Use    
Interface 

localhost      localhost   UH       2      13569    lo0 

192.44.77.0    host-1      U        18     13272    le0 

host-1# ping 133.11.11.11 

sendto: Network is unreachable 

host-1# route add 0.0.0.0 router-1 1 

add net 0.0.0.0 gateway router-1 

49 

E%.+29+34(&%;#+34(#68/")(

host-1# netstat -r 

Routing tables 

Destination    Gateway     Flags    Refcnt Use     
Interface 

localhost      localhost   UH       2      13591     lo0 

default        router-1    UG       0      0         le0 

192.44.77.0    host-1      U        16     13566     le0 

host-1# ping 133.11.11.11 

133.11.11.11 is alive  

50 

PQMF(

!!PQMF(
"!P936-+,(Q%)#(M%32+4;&6#+%3(F&%#%,%/(<CBM(?ZXZI(

!!n%6/:(6//%$(1%)#(#%(.936-+,6//9(%8#6+3(+#)(JF(
6..&"))(2&%-(3"#$%&'()"&*"&($1"3(+#(p%+3)(
3"#$%&'(
"!H;77%&#(2%&(-%8+/"(;)"&)($1%($63#(#%(p%+3(3"#$%&'(

"!D//%$)(&";)"(%2(6..&"))")(<1%/.(6..&"))(%3/9($1+/"(
,%33",#".I(

!!c)")(cPF(7%&#(hg(<#%()"&*"&I(63.(hf(<#%(,/+"3#I(
"!k19(cPFm(

"!JF()%;&,"(6..&"))([A(8&%6.,6)#(?@@>?@@>?@@>?@@(

51 

PQMF((

!!P936-+,(6..&"))")(

"!?(.6#686)")(

•! H#6#+,(Pa(5(E6#,1")(JFK)(63.(F19)+,6/(D..&"))")((

•! P936-+,(Pa(5(F%%/(%2(JFK)(/"6)".(%;#(

!!0"-7%&6&9(6..&"))")(

"!D..&"))")(/"6)".(2&%-(P936-+,(Pa(6&"(#"-7%&6&9(

"!T6,1(/"6)"(16)(63("W7+&6#+%3($1+,1(#1"(,/+"3#(-;)#(

%8"9(

"!M63(&"3"$(+#)(/"6)"(%3(6..&"))(+3(;)"(

52 

PQMF(

53 

Internet 

Router 

192.168.1.1 

DHCP Server 

192.168.1.2 

DNS 

192.168.1.3 

File Server 

192.168.1.4 

Config 

info 

ee:34:d6:75:03:e2 

$! What’s my IP? 

$! What’s my subnet mask? 

$! Who’s my default router? 

$! Who’s my DNS?  

arriving 
 client 

PQMF(,/+"3#5)"&*"&(),"36&+%(
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DHCP server: 192.168.1.2 

arriving 
 client 

time 

DHCP-discover 

src : 0.0.0.0, 68      
dest.: 255.255.255.255,67 

yiaddr:    0.0.0.0 
transaction ID: 654 

DHCP-offer 
src: 192.168.1.2, 67       
dest:  255.255.255.255, 68 

yiaddrr: 192.168.1.25 
transaction ID: 654 

Lifetime: 3600 secs 

DHCP-request 
src:  0.0.0.0, 68      
dest::  255.255.255.255, 67 

yiaddrr: 192.168.1.25 
transaction ID: 655 

Lifetime: 3600 secs 

DHCP-ACK 
src: 192.168.1.2, 67       
dest:  255.255.255.255, 68 

yiaddrr: 192.168.1.25 
transaction ID: 655 

Lifetime: 3600 secs 



JF(B&64-"3#6#+%3(d(C"6))"-8/9(

!! 3"#$%&'(/+3')(16*"(E0c(
<-6W>#&63)2"&()+b"I(5(/6&4")#(
7%))+8/"(/+3'5/"*"/(2&6-">(
"! .+22"&"3#(/+3'(#97")A(.+22"&"3#(E0c)((

!! /6&4"(JF(.6#64&6-(.+*+.".(
<R2&64-"3#".SI($+#1+3(3"#(
"! %3"(.6#64&6-(8",%-")()"*"&6/(

.6#64&6-)(

"! R&"6))"-8/".S(%3/9(6#(2+36/(
.")#+36#+%3(

"! JF(1"6."&(8+#)(;)".(#%(+."3#+29A(
%&."&(&"/6#".(2&64-"3#)(

!! 2&64-"3#6#+%3(+)(+3(7&+3,+7/"(
6*%+.".($+#1(0MF(63.(cPF(;)+34(
)-6//()"4-"3#)(
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fragmentation:  
in: one large datagram 
out: 3 smaller datagrams 

reassembly 

E0c:(E6W+-;-(0&63)2"&(c3+#(

P6#6(/+3')(16*"(.+22"&"3#(
-6W+-;-(76,'"#(
/"34#1(

!! E0c(<-6W+-;-(#&63)-+))+%3(;3+#I(
U(-6W+-;-(76,'"#()+b"(;)68/"(2%&(
63(JF(76,'"#(

!! *6/;"(%2()1%&#(E0c(m(%2(/%34(E0c(m(

56 

 Link technology   
MTU 

Ethernet 

802.3 with LLC/SNAP 
FDDI 

X.25 
Frame Relay 

ATM with AAL5 

Hyperchannel 
PPP 

1500 

1492 
4352 

576 
1600 

9180 

65535 
296 to 

1500 

lrcsuns$ ifconfig -a!

lo0: flags=849<UP,LOOPBACK,RUNNING,MULTICAST> mtu 8232!

        inet 127.0.0.1 netmask ff000000!

le0: flags=863<UP,BROADCAST,NOTRAILERS,RUNNING,MULTICAST> mtu 1500!

        inet 128.178.156.24 netmask ffffff00 broadcast 128.178.156.255!

        ether 8:0:20:71:d:d4!

JF(2&64-"3#6#+%3(

!!JF(1%)#)(%&(&%;#"&)(-69(16*"(JF(.6#64&6-)(/6&4"&(#163(E0c(

!!2&64-"3#6#+%3(+)(7"&2%&-".($1"3(JF(.6#64&6-(#%%(/6&4"(

!!&"56))"-8/9(+)(%3/9(6#(.")#+36#+%3(

!!2&64-"3#6#+%3(+)(+3(7&+3,+7/"(6*%+.".($+#1(0MF((
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R2 R1 

MTU = 1500 MTU = 620 MTU =1500 

IP 
Header 

1400 Bytes 
IP 

Header 
600 B 

IP 
Header 

600 B 

IP 
Header 

200 B 

IP 
Header 

600 B 

IP 
Header 

600 B 

IP 
Header 

200 B 

1 2a 

2b 

2c 

3a 

3b 

3c 

JF(2&64-"3#6#+%3(
!! JF(.6#64&6-(+)(9&27-"!#".(+2((

( (E0c(%2(+3#"&26,"(q(.6#64&6-(#%#6/(/"34#1(

!! 6//(2&64-"3#)(6&"()"/25,%3#6+3".(JF(76,'"#)(

!! 2&64-"3#6#+%3(,%3#&%//".(89(2+"/.):(J."3#+2+,6#+%3A(B/64(63.(B&64-"3#(
O22)"#(

!! JF(.2#27&2-(U(%&+4+36/(V(JF(12,'"#(U(2&64-"3#)(%&(,%-7/"#"(.6#64&6-(

58 

Fragment data size (here  600) is always a multiple of 8 
Identification given by source 

Length 
Identification 

More Fragment flag 
Offset 

8 * Offset 

1 

1420 
567 

0 
0 
0 

2a 

620 
567 

1 
0 
0 

2b 

620 
567 

1 
75 

600 

2c 

220 
567 

0 
150 

1200 

0MFA(cPF(63.(2&64-"3#6#+%3(

!! 01"(cPF()"&*+,"(+3#"&26,"(6,,"7#)(6(.6#64&6-(;7(#%(h`(\a(
"! cPF(.6#64&6-(76))".(#%(#1"(JF()"&*+,"(+3#"&26,"(6)(%3"(HPc(

"! +)(2&64-"3#".(6#(#1"()%;&,"(+2(&");/#+34(JF(.6#64&6-(+)(#%%(/6&4"(

!! 01"(0MF()"&*+,"(+3#"&26,"(+)()#&"6-(%&+"3#".(
"! 76,'"#+b6#+%3(+)(.%3"(89(0MF(

"! )"*"&6/(,6//)(#%(#1"(0MF()"&*+,"(+3#"&26,"(-69(8"(4&%;7".(+3#%(%3"(0MF(
)"4-"3#(<-639()-6//(7+",")I(

"! %&:(%3"(,6//(-69(,6;)"()"*"&6/()"4-"3#)(#%(8"(,&"6#".(<%3"(/6&4"(7+","I(

"! 0MF(6/$69)(,&"6#")(6()"4-"3#(#16#(2+#)(+3(%3"(JF(76,'"#:(3%(2&64-"3#6#+%3(6#(
)%;&,"(

"! 2&64-"3#6#+%3(-69(%,,;&(+3(6(&%;#"&A(+2(JF*`(+)(;)".A(63.(+2(FE0c(.+),%*"&9(+)(
3%#(+-7/"-"3#".(

59 

GD!(D..&"))")(63.(DCF(

!!X?58+#(JF(6..&")):((
"!3"#$%&'5/69"&(6..&"))(

"!;)".(#%(4"#(.6#64&6-(#%(.")#+36#+%3(3"#$%&'(<&",6//(JF(3"#$%&'(
."2+3+#+%3I(

!!GD!(<%&(EDM(%&(719)+,6/I(6..&")):((
"!;)".(#%(4"#(.6#64&6-(2&%-(%3"(+3#"&26,"(#%(63%#1"&(719)+,6//95

,%33",#".(+3#"&26,"(<)6-"(3"#$%&'I(

"!`f(8+#(EDM(6..&"))(<2%&(-%)#(GD!)I(8;&3".(+3(#1"(6.67#"&(COE(

!!k19(.+22"&"3#(6..&"))")(6#(JF(63.(EDMm((
"!GD!)(3%#(%3/9(2%&(JF(<GD!(6..&"))")(6&"(3";#&6/I(

"! +2(JF(6..&"))")(;)".A(#1"9()1%;/.(8"()#%&".(+3(6(CDE(63.(
&",%32+4;&".($1"3(1%)#(-%*")(

"! +3."7"3."3,9(%2(/69"&)(

60 



EDM(D..&"))(&")%/;#+%3(
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128.178.1.1 

128.178.1.2 

128.178.1.3 

128.178.1.4     128.178.2.9 

128.178.2.2 

128.178.2.1 

128.178.3.2 128.178.3.1 

128.178.3.27 

A 

B 

E 

Starting at A, given IP
 datagram addressed to B: 

$! look up net. address of B, find B
 on same net. as A 

$! link layer send datagram to B

 inside link-layer frame  

B’s MAC 
addr 

A’s MAC 
addr 

B’s IP 
addr 

A’s IP 
addr 

IP payload 

datagram 

frame 

frame source, 
dest address 

datagram source, 
dest address 

TW6-7/"((

62 

bridge 

host Y router 

host X 

router bridge host A 

192.44.78.254 

host Z 

192.44.77.254 192.44.78.2 192.44.77.1 

187.44.1.2 

187.44.1.1 187.44.1.254 

192.44.78.253 

#! Host A is on subnetwork 192.44.78  

F6,'"#(."/+*"&9((

63 

Packet sent by 187.44.1.2 to 187.44.1.1  

187.44.1.1 187.44.1.2 MAC-host-X MAC-host-Y payload 

IP header Ethernet header 

Packet sent by 187.44.1.2 to 192.44.78.2 

192.44.78.2 187.44.1.2 MAC-host-X MAC-router payload 

IP header Ethernet header 

192.44.78.2 187.44.1.2 MAC-router MAC-host-A payload 

IP header Ethernet header 

X needs to know MAC address of Y (ARP)  

X needs to know MAC address of router (X knows the IP

 address of router - configuration) 

Router needs to know MAC address of A 

DCF:(D..&"))(C")%/;#+%3(F&%#%,%/(

!!T6,1(JF(3%."(<Q%)#A(
C%;#"&I(%3(GD!(
+-7/"-"3#)((DCF(7&%#%,%/(
63.(16)(DCF(#68/"(

!!DCF(068/":(JF]EDM(
6..&"))(-677+34)(2%&(
)%-"(GD!(3%.")(

((((q(JF(6..&"))V(EDM(6..&"))_(

(((((q((((((iiiiiiiiii>>(((_(

"!DCF(#68/"(+)(6(,6,1":(62#"&(
63(+3#"&*6/(<#97+,6//9(?[(
-+3I(#1"(6..&"))(-677+34(
$+//(8"(2%&4%##"3((
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ARP is used to determine 
the MAC address of B 
given B’s IP address 

DCF(7&%#%,%/(

!!D('3%$)(ar)(JF(6..&"))A($63#)(#%(/"6&3(719)+,6/(
6..&"))(%2(a((

!!D(8&%6.,6)#)(DCF(L;"&9(7'#A(,%3#6+3+34(ar)(JF(
6..&"))((
"!6//(-6,1+3")(%3(GD!(&","+*"(DCF(L;"&9((

!!a(&","+*")(DCF(76,'"#A(&"7/+")(#%(D($+#1(+#)(<ar)I(
719)+,6/(/69"&(6..&"))((

!!D(,6,1")(<)6*")I(JF5#%5719)+,6/(6..&"))(76+&)(;3#+/(
+32%&-6#+%3(8",%-")(%/.(<#+-")(%;#I((
"!)%2#()#6#":(+32%&-6#+%3(#16#(#+-")(%;#(<4%")(6$69I(
;3/"))(&"2&")1".(

65 

DCF(7&%#%,%/(

66 

IP address   MAC address        TTL 
 10.0.0.2     49:BD:D2:07:56:2A        6:00:00 

A: 10.0.0.1 

B: 10.0.0.2 

IP dest| IP source|MAC source 

ARP packet 

IP dest = my IP addr 

IP dest| IP source|MAC source| MAC dest 



DCF(2&6-"(
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$! Request (broadcast) 

sender IP address 

sender Ethernet address 

target IP address 

target Ethernet address ??? 

sender IP address 

sender Ethernet address 

target IP address 

target Ethernet address 

$! Reply (unicast) 

C%;#+34(#%(63%#1"&(GD!(

!! $6/'#1&%;41:(&%;#+34(2&%-(D(#%(a(*+6(C(

!! J3(&%;#+34(#68/"(6#()%;&,"(Q%)#A(2+3.(&%;#"&(ZZZ>ZZZ>ZZZ>ZZ[(

!! J3(DCF(#68/"(6#()%;&,"A(2+3.(EDM(6..&"))(Th5Te5[[5Zg5aa5`aA("#,(

68 

A 

R 

B 

F&%W9(DCF(

!!F&%W9(DCF:(6(1%)#(63)$"&)(DCF(&"L;")#)(%3(

8"16/2(%2(%#1"&)(
"! "W6-7/":(sic500cs(2%&(FFF(,%33",#".(,%-7;#"&)(

"! -63;6/(,%32+4;&6#+%3(%2(sic500cs((

69 

ed2-in 

15.221 

15.13 

128.178.84.1 

ed0-ext  EPFL-Backbone 

sic500cs 

128.178.84.130 

Modem 
+ PPP 128.178.84.133 

stisun1 
15.7 

JMEF:(J3#"&3"#(M%3#&%/(E"))64"(

F&%#%,%/(
!! c)".(89(1%)#)A(&%;#"&)A(46#"$69)(#%(

,%--;3+,6#+%3(3"#$%&'5/"*"/(

+32%&-6#+%3(

"! "&&%&(&"7%&#+34:(;3&"6,168/"(

1%)#A(3"#$%&'A(7%&#A(7&%#%,%/(

"! ",1%(&"L;")#]&"7/9(<;)".(89(

7+34I(

!! !"#$%&'5/69"&(R68%*"S(JF:(

"! JMEF(-)4)(,6&&+".(+3(JF(

.6#64&6-)(

!! JMEF(-"))64":(#97"A(,%."(7/;)(2+&)#(f(

89#")(%2(JF(.6#64&6-(,6;)+34("&&%&(

70 

Type  Code  description 

0        0         echo reply (ping) 
3        0         dest. network unreachable 

3        1         dest host unreachable 
3        2         dest protocol unreachable 

3        3         dest port unreachable 

3        6         dest network unknown 
3        7         dest host unknown 

4        0         source quench (congestion 
                     control - not used) 

8        0         echo request (ping) 

9        0         router advertisement 
10      0         router discovery 

11      0         TTL expired 
12      0         bad IP header 

JMEF(C".+&",#(

!!H"3#(89(&%;#"&(#%()%;&,"(1%)#(#%(+32%&-()%;&,"(

#16#(.")#+36#+%3(+)(.+&",#/9(,%33",#".(

"!1%)#(;7.6#")(#1"(&%;#+34(#68/"(

"!JMEF(&".+&",#(,63(8"(;)".(#%(;7.6#"(#1"(&%;#"&(#68/"(

<"4>(in-inj(&%;#"(#%(GCMmI(

71 

/                                                               / 
|                  IP datagram header  (prot = ICMP)            |           
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 
|   Type=5      |     code      |           checksum            | 
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 
|              Router IP address that should be preferred       | 
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 
|        IP header plus 8 bytes of original datagram data       | 
/                                                               / 

ICMP Redirect Format 

JMEF(C".+&",#("W6-7/"(

    dest IP addr   srce IP addr   prot  data part                
1: 128.178.29.9   128.178.156.24 udp   xxxxxxx  
2: 128.178.29.9   128.178.156.24 udp   xxxxxxx  
3: 128.178.156.24 128.178.156.1  icmp  type=redir code=host  

         cksum  
                                          128.178.156.100 
                                          xxxxxxx (28 bytes of  
         1) 

4: 128.178.29.9   128.178.156.24 udp   ......... 

72 

lrcsuns 

in-inr 156.1 
182.5 

156.24 156.100 

1 

4 

4 3 

2 

2 
lemas3 

29.1 

ed2-el 

inr-el 
29.9 29.200 

ed2-in 



JMEF(C".+&",#("W6-7/"(<,%3#K.I(
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lrcsuns$ netstat -nr 
Routing Table:  
  Destination           Gateway           Flags  Ref   Use   Interface 
-------------------- -------------------- ----- ----- ------ --------- 
127.0.0.1            127.0.0.1             UH       0  11239  lo0 
128.178.29.9         128.178.156.100       UGHD     0     19    
128.178.156.0        128.178.156.24        U        3  38896  le0 
224.0.0.0            128.178.156.24        U        3      0  le0 
default              128.178.156.1         UG       0  85883 

After 4 

0%%/)(#16#(;)"(JMEF(

!!7+34(
"!JMEF(T,1%(&"L;")#(

"!$6+#(2%&(T,1%(&"7/9((

"!-"6);&"(C00(

!!#&6,"&%;#"(

"!JF(76,'"#($+#1(00G(U(Z((

"!$6+#(2%&(JMEF(00G("W7+&".(

"!JF(76,'"#($+#1(00G(U(?((

"!$6+#(2%&(JMEF(00G("W7+&".(

"!>>>(

74 

0&6,"&%;#"(

75 

source 

tA 

tB 

router A router B dest 

TTL=1 

TTL=2 

C%;#+34(63.(F6,'"#(2%&$6&.+34(

!! F6,'"#(2%&$6&.+34(5(.6#6(7/63"(
"! 2%&$6&.("*"&9(76,'"#(#%(#1"(3"W#(1%7((

"! +3(&"6/(#+-"(

!! C%;#+34(5(,%3#&%/(7/63"(
"! ,%-7;#6#+%3(%2(&%;#+34(#68/")(%&(.6#6()#&;,#;&")(2%&(;3+,6)#(63.(

-;/#+,6)#(

"! 3%&-6//9(%3/9(8"#$""3(&%;#"&)(

"! 3%35&"6/(#+-":(/6#"3,9(;7(#%()"*"&6/(-+3;#")(

"! #$%(/"*"/(1+"&6&,19(
•! +3#"&36/(&%;#+34(+3)+."(63(6.-+3+)#&6#+*"(.%-6+3(<,6//".(6;#%3%-%;)()9)#"-(5(

DHI(

•! "W#"&36/(&%;#+34(8"#$""3(DH(<6.-+3+)#&6#+*"(.%-6+3)(%&(JHF)I(

"! ;)")(&%;#+34(7&%#%,%/)();,1(6)((
•! +3#"&36/:(CJFA(OHFBA(TJnCF(

•! "W#"&36/:(anF(

76 

C%;#+34(068/"(-6+3#"363,"(

!!6#(1%)#(

"!,%32+4;&6#+%3(

"!JMEF(&".+&",#(

"!JMEF(&%;#"&(.+),%*"&9(-"))64")((

!!6#(&%;#"&)(

"!,%32+4;&6#+%3(
•! )#6#+,(&%;#+34(#68/"(

"!&%;#+34(7&%#%,%/)(8"#$""3(&%;#"&):((
•! "W,1634"(#%7%/%49(63.(6..&"))+34(+32%&-6#+%3(

•! 8;+/.(&%;#+34(#68/"(

77 

D;#%3%-%;)()9)#"-)(

78 

host 

subnetwork 

autonomous 
system 

border 
router 

internal 
router 

switch 
(bridge) 

interconnection 
layer 2 

interconnection 
layer 3 

VLAN 



J3#"&,%33",#+%3(%2(DH(

79 

NAP, MAE, GIX, IXP 

subnetworks 

border 
router 

autonomous 
system 

J3#"&,%33",#+%3(%2(DH(

!!a%&."&(&%;#"&)(
"!+3#"&,%33",#(DH(

!!!DF(%&(nJ=A(%&(J=F((
"!"W,1634"(%2(#&622+,(5(7""&+34(

!!C%;#"(,%3)#&;,#+%3(
"!86)".(%3(#1"(76#1(#1&%;41(6()"&+")(%2(DH(

"!86)".(%3(6.-+3+)#&6#+*"(7%/+,+")(

"!&%;#+34(#68/"):(644&"46#+%3(%2("3#&+")(

"!$%&')(+2(3%(/%%7)(63.(6#(/"6)#(%3"(&%;#"(5("W#"&36/(
&%;#+34(7&%#%,%/)A(">4>(anF((

80 

C%;#+34(

n&671(68)#&6,#+%3(2%&(&%;#+34(

6/4%&+#1-):(

!!4&671(3%.")(6&"(&%;#"&)(

!!4&671(".4")(6&"(719)+,6/(

/+3')(

"! /+3'(,%)#:(."/69A(s(,%)#A(%&(
,%34")#+%3(/"*"/(

81 

Goal: determine “good” path 
(sequence of routers) thru  

network from source to dest. 

Routing protocol 

A 

E D 

C B 

F 

2 

2 
1 

3 

1 

1 

2 

5 
3 

5 

$! “good” path: 

$! typically means minimum
 cost path 

$! other def’s possible 

P+)#63,"(*",#%&("W6-7/"(

!!H+-7/"(3"#$%&'(

"!&%;#"&)(,%33",#".(89(/+3')(

"!.")#+36#+%3)(U();83"#$%&')(,%33",#".(#%(&%;#"&)(

"!)9--"#&+,(/+3')(

"!,%)#(U(3;-8"&(%2(1%7)(

!!CJF(<C%;#+34(J32%&-6#+%3(F&%#%,%/I(
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J3+#+6/+b6#+%3(

83 

dest link cost 

A   local   0 

A 

l1 
 A   B  

l6 
 D   E  

l4 l3  C  
l5 

l2 

dest link cost 

B   local   0 

B 

dest link cost 

C   local   0 

C 

dest link cost 

D   local   0 

D 

dest link cost 

E   local   0 

E 

P+)#63,"(*",#%&(633%;3,"-"3#(

84 

dest link cost 

A   local   0 

A 

l1 
 A   B  

l6 
 D   E  

l4 l3  C  
l5 

l2 

dest link cost 

B   local   0 
A    l1     1 

B 

dest link cost 

C   local   0 

C 

dest link cost 

D   local   0 
A    l3     1 

D 

dest link cost 

E   local   0 

E 

from A: 
dest cost 
A    0       

from A: 
dest cost 
A    0       



P+)#63,"(*",#%&(633%;3,"-"3#(
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dest link cost 

A   local   0 
B    l1     1 

A 

l1 
 A   B  

l6 
 D   E  

l4 l3  C  
l5 

l2 

dest link cost 

B   local   0 
A    l1     1 

B 

dest link cost 

C   local   0 
A    l2     2 
B    l2     1 

C 

dest link cost 

D   local   0 
A    l3     1 

D 

dest link cost 

E   local   0 
A    l4     2 
B    l4     1 

E 

from B: 
dest cost 
A    1 
B    0       

from B: 
dest cost 
B    0 
A    1       

from B: 
dest cost 
A    1 
B    0       

P+)#63,"(*",#%&(633%;3,"-"3#(
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dest link cost 

A   local   0 
B    l1     1 
D    l3     1 

A 

l1 
 A   B  

l6 
 D   E  

l4 l3  C  
l5 

l2 

dest link cost 

B   local   0 
A    l1     1 

B 

dest link cost 

C   local   0 
A    l2     2 
B    l2     1 

C 

dest link cost 

D   local   0 
A    l3     1 

D 

dest link cost 

E   local   0 
A    l4     2 
B    l4     1 
D    l6     1 

E 

from D: 
dest cost 
D    0 
A    1       

from D: 
dest cost 
D    0     
 A    1 

B+36/(
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dest link cost 

A   local   0 
B    l1     1 
D    l3     1 
C    l1     2 
E    l1     2 

A 

l1 
 A   B  

l6 
 D   E  

l4 l3  C  
l5 

l2 

dest link cost 

B   local   0 
A    l1     1 
C    l2     1 
E    l4     1 
D    l1     2 

B 

dest link cost 

C   local   0 
A    l2     2 
B    l2     1 
D    l5     2 
E    l5     1 

C 

dest link cost 

D   local   0 
A    l3     1 
B    l3     2 
C    l6     2 
E    l6     1 

D 

dest link cost 

E   local   0 
A    l4     2 
B    l4     1 
D    l6     1 
C    l5     1 

E 

C%;#"&(D&,1+#",#;&"(O*"&*+"$(

0$%('"9(&%;#"&(2;3,#+%3):((
!! &;3(&%6#+!7(6/4%&+#1-)]7&%#%,%/(<CJFA(OHFBA(anFI(
!! 9%&$2&.(.6#64&6-)(2&%-(+3,%-+34(#%(%;#4%+34(/+3'(
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JFH",(

!!JFH",(

"!J3(JF(

"!E63.6#%&9(+3(JF*hA(26,;/#6#+*"(+3(JF*`(

"!E;)#(8"()"#(;7(+3(639(2+36/(,/+"3#)(

•! T3.(#%("3.()",;&+#9(

•! M&"6#")(6()",;&".(*+&#;6/(/+3'(

!!H"&*+,")(

"!M%32+."3#+6/+#9(

"!D;#1"3#+,6#+%3(

"!C"7/69((

JFH",(

!!F&%7"&#+")(
"!a6)".(%3(P+22+"(Q"//-63(

"!H9-"#&+,(63.(D)9-"#&+,(M&97#%4&6719(

!!DQ(<D;#1"3#+2+,6#+%3(Q"6."&I(
"!D3%#1"&(2+"/.(+3(#1"(JF(76,'"#(

"!c)")(#1"(+.(2+"/.(646+3)#(#1"(&"7/69(

!!THF(<T3,67);/6#+34(H",;&+#9(F69/%6.I(
"!01"(76,'"#(+)("3,971"&".((

•! T3,67);/6#+%3(+2(,%32+."3#+6/+#9(%2(#1"(1"6."&)(

!!M%-7/"#"/9(+3."7"3."3#(%2(6/4%&+#1-)(
"!PTHA(CM@A(a/%$2+)1A(QEDM5EP@A(QEDM5HQD5Z(



JFH",(

!!E%.")(

"!0&63)7%&#:(#&63)2%&-)(

#1"(769/%6.(

•! !"W#(7&%#%,%/(:(DQ(%&(

THF(

•! c3+L;"/9(2%&(#"&-+36/(

,/+"3#)(

"!0;33"/:("3,67);/6#")((#1"(

$1%/"(76,'"#(

•! D39(3"#$%&'(."*+,"(

En tête IP TCP Data

En tête IP TCP DataAH

En tête IP TCP DataESP ESP ESPauth

authentifié

encrypté

Paquet IP complet

Paquet IP complet
Nouveau
en-tête IP

AH

ESP ESP ESPauthPaquet IP complet

authentifié

encrypté

M
o
d
e

 t
u
n

n
e
l

M
o
d

e
 t
ra

n
s
p
o

rt

Nouveau
en-tête IP

JFH",(

!!H",;&+#9(76&6-"#"&)(
"!E63;6/(

•! M%32+4;&6#+%3(%2("6,1(."*+,"A(63.("6,1(6))%,+6#+%3(

•! Q"6*9(i(

"!D;#%((
•! P936-+,6/(7&%#%,%/(

•! !"4%,6#+%3A(;7.6#"A(63.(."/"#+%3(%2(6//(76&6-"#"&)(

•! Q%$(.%")(+#($%&'m(
–!E;#;6/(6;#1"3#+,6#+%3(

»! H16&".()",&"#(%&(6)9--"#&+,(,&97#%4&6719(

»! c)")(#1"(=@[e(,"&#+2+,6#")($+#1("*"3#;6/(D;#1%&+#9(%2(
M"&#+2+,6#+%3(

–! M&"6#")(6(.936-+,6/()16&".()",&"#($+#1(P+22+"5Q"//-63(

JFH",(

!! H",;&+#9(D))%,+6#+%3(<HDI((
•! J."3#+2+".(89(.")#+36#+%3(]()"&+6/(3;-8"&(](7&%#%,%/(<DQA(THFI(

•! D(.6#6()#&;,#;&"($1+,1(,%3#6+3)(6//(#1"(76&6-"#"&)(
–! '"9)A(.;&6#+%3(%2(#1"('"9)A(6/4%&+#1-)A(1%)#)(i(

–! c3+.+&",#+%36/:(%3"(2/%$(!(?(HD(

•! JHD\EF(HD(<%&(J\T(HDI(
–! c3+L;"/9(2%&(,%3#&%/(#&622+,(

–! !"4%#+6#")A(,&"6#")A(-%.+2+")A(."/"#")(%3"(HD(

–! 01"(.;&6#+%3(+)(/%34"&(#163(2%&(JFH",(HD((

•! JFH",(HD(
–! B%&(#1"(7&%#%,%/)(THF(63.(DQ(

!! \"9("W,1634"(
"! JHD\EF(<J3#"&3"#(H",;&+#9(D))%,+6#+%3(63.(\"9(E6364"-"3#(F&%#%,%/I(

•! H#%&")(#1"(HDA(,%3)#&;,#)(#1"(-"))64")(

"! J\T(<J3#"&3"#(\"9(TW,1634"I(
•! D3(+-7/"-"3#6#+%3(%2(JHD\EF(

JFH",(

!! J\T(<716)"(ZIA(JHD\EF(HD(
"! Z(:(!"4%#+6#+%3(
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